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1. General Principles:
 We recognise that schools have increasing access to a wide range of personal
data about pupils, parents and staff, some of which we are legally required to
gather and process in order to carry out our duties as a public authority, but
also to support the development of pupils (educationally, socially and
emotionally), to protect the pupils in our care and to facilitate the efficient
running of the school.
 Data and records provide evidence for protecting the legal rights and interests
of the school and provide evidence for demonstrating performance and
accountability.
 Under the General Data Protection Regulations (GDPR) there are strict legal
guidelines in place as to how data should be both ‘controlled’ and ‘processed’,
which the school is fully aware of and complies with.
 These regulations apply to ‘personal data’, ‘special categories of personal data’
and personal data relating to ‘criminal convictions and offences’.
 This policy applies to all data and records created, received or maintained by
staff of the school in the course of carrying out its functions.
2. Key Definitions:
 Records are defined as all those documents which facilitate the business
carried out by the school and which are thereafter retained (for a set period) to
provide evidence of its transactions or activities. These records may be created
or maintained in hard copy and/or electronically.
 Personal data is defined as any information relating to an identifiable person
who can be directly or indirectly identified, including by reference to a unique
indicator.
 Special categories of personal data (previously referred to as ‘sensitive
data’) specifically refers to information held about an individual in the following
categories:
o race
o ethnic origin
o politics
o religion
o trade union membership
o genetics
o biometrics
o health
and, as this data, by its very nature could create more significant risks to a
person’s fundamental rights and freedoms, there are additional safeguards in
place.
 Data controllers determine the purposes and means of processing personal
data.
 Data processors are responsible for processing personal data on behalf of a
controller.

 Data protection impact assessments are required when introducing new
technology for the handling and processing of personal data and when data is
processed on a large scale. They assess the level of risk involved and the
security measures that need to be put in place to protect individuals.
 Personal data breaches are defined as a security incident that has affected
the confidentiality, integrity or availability of personal data. A personal data
breach takes place whenever any personal data is lost, destroyed, corrupted or
disclosed; if someone accesses the data or passes it on without proper
authorisation or if the data is made unavailable and this unavailability has a
significant negative effect on individuals.
 Subject Access Requests gives individuals the right to see a copy of the
information an organisation holds about them.
3. Requirements of the General Data Protection Regulations
 Under the GDPR, the data protection principles (Article 5) set out the main
responsibilities for organisations which require that personal data shall be 1:
a) processed lawfully, fairly and in a transparent manner in relation to the

individual.

b) collected for specified, explicit and legitimate purposes and not further

processed in a manner that is incompatible with those purposes.
c) adequate, relevant and limited to what is necessary in relation to the

purposes for which they are processed.

d) accurate and, where necessary, kept up to date with every reasonable

step being taken to ensure that personal data that are inaccurate, having
regard to the purposes for which they are processed, are erased or
rectified without delay.

e) kept in a form which permits identification of the data subjects for no

longer than is necessary for the personal data to be processed, and

f) processed in a manner that ensures appropriate security for the personal

data including protection against unauthorised or unlawful processing and
against accidental loss, destruction or damage using appropriate technical
or organisational measures.

4. Responsibilities:
The school:
 has a corporate responsibility to maintain its records and record keeping
systems in accordance with the regulatory environment and the person with
overall responsibility for this policy is the Head Teacher (for more detail see
sections below on ‘Documentation’ and ‘Accountability and Governance’.
 is required to appoint a Data Protection Officer to oversee the collection,
processing and security of data. They can be contacted on
dpo@stonehenge.wilts.sch.uk
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See Article 5 of the General Data Protection Act for full legal terminology

 as both a controller and processor of personal data, has a responsibility to
register with the ‘Information Commissioner’s Office’ and to renew the
registration annually.
 must inform pupils, parents, staff and governors (through the issuing of
Privacy Notices – see section below) what data they are required to collect
and retain and the lawful basis for processing personal data as defined by
Article 6 of the GDPR.
 must, through the same Privacy Notices also inform pupils, parents, staff, and
governors of any special category data and/or data on criminal convictions or
offences, they hold, together with the lawful basis for that processing as
defined by Articles 9 and 10 (respectively) of the GDPR.
The Data Protection Officer:
 informs and advises the school and its employees about their legal obligations
to comply with the GDPR and other data protection laws.
 manages internal data protection activities.
 advises on data protection impact assessments.
 is the first point of contact for external supervisory authorities as well as those
individuals (pupils, staff and parents) whose data the school holds.
Individual staff and employees:
 must ensure that the records for which they are responsible are accurate and
are maintained and disposed of in accordance with the school’s records
management guidelines. This will form part of staff induction procedures.
Parents/carers, pupils and staff:
 should ensure that the information they provide the school with is accurate and
kept up to date.
5. Rights of individuals on whom data is held
 The GDPR identified 7 ‘rights’ of individuals on whom data is held, some of
which apply to schools and others which are aimed at commercial practices. In
this policy we have given guidance regarding each of these rights, but should
you wish for more detailed information, this can be found on the ICO website
or by clicking on the links below. You can also obtained hard copies of these
documents from the school office. The 7 rights as outlined by the GDPR are:
o right to be informed
o right of access
o right to rectification
o right to erasure
o right to restrict processing
o right to data portability
o right to object
 Some of these rights may not apply, depending on the legal bases on which we
hold and process the data.

 Much of the data that schools are required to collect and process falls under
our duty as a public authority in order for us to fulfil our legal obligations, and
this basis is referred to as our ‘public task’. In addition, we also hold data on
other bases (as outlined in our Privacy Notices) namely, ‘contract’ (in relation to
the staff we employ) ‘consent’ ‘legitimate interests’ and ‘vital interests’. The
table below shows the rights that apply in 3 areas.
LAWFUL BASIS
Public Task
Contract
Consent
Legitimate Interests
Vital interests

RIGHT TO
ERASURE
X





RIGHT TO
PORTABILITY
X


X
X

RIGHT TO
OBJECT

X
X

X

For an explanation of our lawful bases for collecting pupil data please see
appendix 7 Legitimate interests information to pupils
 Right to be informed: (Please also refer to the section below on
‘Privacy Notices’)
At the time of requesting data from individuals (pupils, parents, staff,
governors), the individuals must be informed of their rights regarding that data,
which should include:
o the name and contact details of the school’s Data Protection Officer.
o the categories of personal data.
o the school’s purpose and lawful process/es for processing data the
categories of personal data being requested.
o the legitimate interests that apply where that is the lawful basis.
o who the data is shared with.
o how long it is held for.
o the right to withdraw consent at any time (where relevant depending on
the lawful basis).
o the right to lodge a complaint with a supervisory authority (the ICO).
o whether the provision of personal data is part of a statutory requirement
and the possible consequences of failing to provide the personal data, and
o the existence of any automated decision making, including profiling and
information about how decision are made, the significance and the
consequences.
 In addition, there may be times during the school year when we may require
further information from you for a specific purpose. At that time, will advise you
of any additional information regarding your rights as we are required to do by
the GDPR.
 If we are reliant on ‘consent’ as our lawful basis, you will be advised of that and
you will be required to give your consent in writing.

 Right of access: All individuals have the right to access their personal data
and supplementary information and this is referred to as a ‘Subject Access
Requests (SAR)’. Appendix 9 gives more information on SAR in the form of
‘Frequently Asked Questions’.
o The right of access allows individuals to be aware of and verify the
lawfulness of the processing of their data.
o Individuals have the right to be provided with a copy of the information
that is held on them free of any charge unless the request is manifestly
unfounded, excessive or repetitive, in which case the school reserves the
right to charge a reasonable fee, based on the administrative costs of
providing that information.
o A reasonable fee may also be charged for further copies of the same
information.
o Information must be provided without delay and at the latest within one
month of receipt of the request, or longer depending on when the request
is made (see final bullet point).
o Where the requests are complex or numerous, the school can extend the
compliance period for a further two months as long as the individual
requesting the information is informed that this will be the case within one
month of the receipt of the request. The school will, at the same time,
explain why this extension in time is necessary.
o Whilst it is always our aim to respond in a timely manner, given the
nature of the school’s academic year, should a request be received less
than one month before the end of any term or within a school holiday
period, the school will require an extended period of time in which to
comply and this will be explained to the applicant at that time.
o The school reserves the right to refuse to respond to a request when they
are manifestly unfounded or excessive, especially in they are repetitive.
In such cases, the individual making the request will be informed of the
school’s decision not to comply together with the reason why, as well as
informing them of their right to complain to the supervisory authority
without delay and at the latest within one month.
o Where the request is made electronically, the school will provide the
information requested in a commonly used electronic format.
 Where we hold a large amount of personal data about an individual, we can
ask that the request be specific.
 Right to rectification:
o Individuals have the right to have their personal data corrected if it is
inaccurate or incomplete.
o Where the school has disclosed this information to a third party (e.g.
Department for Education or Local Authority) it is responsible for ensuring
that the third party also corrects the data in question. The individual will
be advised of any third parties to whom the data has been supplied,
where appropriate.
o The school must ensure that data is rectified within one month but we
may extend this period for a further two months where the request is
complex.

o Where the school decides not to take action to rectify data at the request
of an individual, we will explain why and inform them of their right to
complain and to whom that complaint should be addressed.
 Right to erasure: Individuals have the right to request that their information
is erased/deleted where there is no compelling reason for its continued
processing i.e.:
o where it is no longer necessary for the school to hold that data (bearing in
mind the requirement to retain certain documents for a specific period of
time2).
o when, if the data is obtained under the basis of ‘consent’ that consent is
subsequently withdrawn.
o where data has been unlawfully processed or where an individual objects
to the processing and there is no overriding legitimate interest for the
processing to continue.
 Right to restrict processing: In certain circumstances, individuals have the
right to request the restriction or suppression of their personal data, which
means that they can limit the way in which any organisation uses their data.
o This right applies when:
 an individual contests the accuracy of the data being processed.
 an individual believes that data has been unlawfully processed.
 the school no longer needs to keep the data but has been asked to
do so in order to establish, exercise or defend a legal claim.
 an individual objects to the processing of the data and the school is
considering whether its legitimate grounds override those of the
individual in question.
o The school can refuse to comply with a request for restriction if we
believe the request to be manifestly unfounded or excessive (taking into
account whether it is repetitive in nature) and we may either refuse to
deal with the request or reserve the right to charge a fee in order to deal
with it.
o We will justify our decision for any action we take in writing. In the event
that we do refuse to comply or wish to charge a fee, individuals will be
informed within one month of the receipt of the request (with exceptions
being made for school holidays) and will advise individuals of our reasons,
their rights to make a complaint to the ICO and their rights to seek a
judicial remedy.
o Should the school decide it is appropriate to charge a fee or believe that
we require additional information to identify an individual, no further
action will be taken before that fee is received, after which the school still
has one month to respond.
 Right to data portability: The right to data portability gives individuals the
right to receive personal data they have provided to a controller in a structured,
commonly used and machine readable format. It also gives them the right to
request that a controller transmits this data directly to another controller.

o The right to data portability only applies when:
 the lawful basis for processing this information is consent or for the
performance of a contract; and
 the school is carrying out the processing by automated means (ie
excluding paper files).
 Right to object: Where applicable, individuals have the right to
object on “grounds relating to their particular situation”.
o Where an individual exercises their right to object, we are required to
stop processing the personal data we hold unless we can demonstrate
compelling legitimate grounds for the processing, which override the
interests, rights and freedoms of the individual; or the processing is for
the establishment, exercise or defence of legal claims.
o Individuals are advised on their right to object in our Privacy Notice
6. Privacy Notices:
 The school, in compliance with the requirements of the GDPR, will issue Privacy
Notices to all individuals on whom we hold data, at the time that they join our
school, namely:
o pupils (via their parents),
o parents,
o staff,
o governors.
 (See Appendices 1, 2,3 and 4. Copies of our Privacy Notices to pupils and
parents) can also be found on the school website.
 Our Privacy notices will contain the following information:
o the categories of data that we hold.
o why we collect it.
o the lawful basis on which we process that data.
o who we share the data with.
o how long we retain the data.
o your right to access your data and your right to object.
7. Documentation
 The GDPR contains explicit provisions regarding what we are required to
document regarding the data we control. Article 30 states that we must
document the following information (available both in electronic form on our
website and as a paper copy, which can be obtained by request from the
school office:
o the name and contact details of our organisation.
o the contact details for our data protection officer.
o the purpose of our processing.
o descriptions of the categories of individuals and categories of personal data.
o who receives the personal data we process.
o our retention schedules (which are based on the IRMS Toolkit) 3.
3 IRMS – Toolkit 6 for schools

o a description of our technical and organisational security measures (also
see the school’s Secure Data Handling Policy - Appendix 5).
 To this end, we have produced and maintained a ‘Data Asset Register’
(Appendix 6) in which we record the following information:
o descriptions of the data that we hold (personal data, special category data
and data relating to criminal convictions and offences).
o the lawful basis for our processing with reference to Articles 6, 9 and 10
of the GDPR.
o in what format and how that data is held.
o how long we retain the data for.
8. Accountability and Governance
Under the GDPR, the school is required to demonstrate that we comply with the
principles of the accountability and responsibility and in order to do this we must:
 ensure that we implement appropriate technical and organisation measures
which will include:
o publication of this policy.
o on-going training for staff and induction for new staff.
o internal audits of our processing activities, including data protection
impact assessments for personal and/or special category data that is
processed on a large scale.
o internal audits of all the personal data we hold, including special
categories of personal data which include the form that the data is held
in, where it is held, who has access to it, the security measures in place
and how long it is retained for.
 ensure that our records are kept up to date and reflect our current position,
and
 in the unlikely event of a data breach, (see below on Personal data breaches)
we will ensure that records are kept regarding the breach and the action we
took in response to it.
9. Personal data breaches
 Personal data breaches can include:
o access to the data we hold by an unauthorised 3rd party.
o deliberate or accidental action (or inaction) by a controller or processor.
o sending personal data to an incorrect recipient.
o computing devices containing personal data being lost or stolen.
o alteration of personal data without permission; and
o loss of availability of personal data.
 The school needs to ensure that there are robust systems in place to detect,
investigate and report any breaches of personal data.
 The GDPR makes it clear that when a security incident takes place, we are
required, as a matter of urgency, to establish whether a personal data breach
has occurred and, if so, promptly take steps to address it. Some data breaches
will not lead to risks beyond possible inconvenience to those who need the data

to do their job whilst other breaches can significantly affect individuals who
personal data has been compromised. This needs to be assessed this on a
case by case basis.
 Under the GDPR we are required to report a personal data breach within 72
hours, when it is felt that as a result of that breach there is likelihood of a risk
to people’s rights and freedoms. A breach can have a range of adverse effects
on individuals which might include emotional distress and/or physical and
material damage. Where it is not felt that this risk is likely, it is not necessary
to report the breach but we will still document the breach and justify the
decisions that have been taken, together with any subsequent action.
 Where the breach is likely to result in a high risk of adversely affecting
individuals’ rights and freedoms we will inform those individuals without undue
delay.
 When reporting a breach, we are required to provide the GDPR with the
following information:
o a description of the nature of the personal data and, where possible, the
categories and number of individuals concerned together with the
category and number of personal date records concerned.
o the name and contact details of our Data Protection Officer.
o a description of the likely consequences of the personal data breach; and
o a description of the measures taken, or proposed to be taken, to deal with
the personal data breach including, where appropriate, the measures
taken to mitigate any possible adverse effects.
 See Appendix 8 for more detailed information on the process of reporting data
breaches as well as from the ICO’s website.4
 We will keep records of any data breach, whether or not we are required to
inform the ICO.
10. Freedom of Information
The school understands its obligations under the Freedom of Information Act 2000
and the procedures and supporting documents which explain the process can be
found in the School Freedom of Information Policy which is published on the
School website.
11. Policy review
 This policy will be reviewed every 2 years or earlier in the event of any changes
to legislation.
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ICO’s guidance to reporting a data breach

DPP Appendix 1
THE STONEHENGE SCHOOL
Privacy Notice (How we use pupil information)
When your child starts at school and, as they continue to progress through the education system, we ask for
and collect data in order to fulfil certain legal obligations and to support your child with their education, as
well as their personal and social development. We take our responsibilities in this respect very seriously and
your data is only shared with outside authorities where we are either legally required to do so, or to inform
other agencies who are also involved in supporting your child whilst at school. There may also be times
where medical information needs to be shared in the event of an emergency.
We have policies and procedures in place to ensure that we store and transmit all data in a secure way to
protect your child’s rights. A copy of our Secure Data Handling Policy, which covers this, can be viewed on
the school website.
The purpose of this Privacy Notice is to inform you about the data we hold, who we share it with, why we
share it and how long we retain it all. We are also, by law, required to advise you of the ‘lawful basis/bases’
under which we collect and process the data, as defined by the ‘General Data Protection Regulations Act
(GDPR)’. Below you will find a general outline of the data we hold but more detailed information can be
found in our audit document which forms Appendix A of this Privacy Notice.

You can also find out more information about that by visiting our school website.
The data that we collect about your child is defined by the GDPR as ‘personal data’ and in some cases is also
called ‘special category data’, data which is perceived as being more sensitive (e.g. data on ethnicity and
religion as well as medical data).
The categories of pupil information that we collect, hold and share for all pupils include1:






Personal information: such as name, unique pupil number, address and date of birth
Characteristics: such as ethnicity, language, nationality, country of birth and free school meal eligibility
Attendance information: such as sessions attended, number of absences and absence reasons and any
exclusions
Relevant medical information: such as allergies, medical conditions, disabilities, physical and mental
developmental difficulties, doctor’s contact details
Educational information: such as school reports, assessment data, exam and test results

For some children we will also collect, hold and share data which includes:
 Educational information: such as information on their Special Educational Needs , reports and support
provided by external agencies and ‘Educational Health Care Plans’
 Data on behaviour: such as data on any exclusion and/or records of any major breaches of school policy
 Date on Safeguarding: such as concern sheets and Child Protection Plans

1

A more detailed audit of the data we hold can be viewed on the school website or alternatively, you can
obtain a hard copy from the school office.

Why we collect and use this information
We use the pupil data:







to
to
to
to
to
to

support pupil learning
monitor and report on pupil progress
provide appropriate pastoral care
assess the quality of our services
comply with the law regarding data sharing
support the work of other external organisations involved in the support of your child

In addition, throughout the school year we also take photograph and videos of pupils which are used:




for displays around the school
within our school prospectus and on our school website
reports for sporting events, school plays or other purposes within school publications and the general
media

The lawful basis on which we use this information
We collect and use ‘personal data’ under the following ‘lawful bases’, as defined within the GDPRs:




to fulfil our duties as a public authority, which is definied as our ‘public task'
in order to ensure that we provide your child with the right level of support in order for them to
progress well during their time at school, which is definited as our ‘legitmate interest’
in the case of an emergency where your child might be in need of medical help and we are unable to
contact you, which is defined as their ‘vital interest’

We collect and use ‘special categories of personal data’ under the following ‘lawful bases’ as defined within
the GDPR:





Article 9(2)(a): where you have understood the reason for us requesting the data and have given
your consent to us doing so for the purpose specified
Article 9(2)(b): where processing is necessary for the purposes of carrying out the obligations in the
area of social protection law
Article 9(2)(c): that processing is necessary to protect the vital interests of your child or of another
person where you or your child are physically or legally unable to give consent.
Article 9(2)(d): that processing is carried out in the course of our legitimate activities, with
appropriate safeguards

For the taking and use of photographs and/or videos or pupils our lawful basis as definded within the GDPR is
‘consent’. We will write to you when your child starts at our school to ask for your consent and will supply
you with more detail.
Collecting pupil information:
Whilst the majority of pupil information you provide to us is mandatory, some of it is provided to
us on a voluntary basis. In order to comply with the General Data Protection Regulation, we will
inform you whether you are required to provide certain pupil information to us or if you have a
choice in this.
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Storing pupil data
We hold the majority of pupil data for the time that your child remains at our school. When the transfer to
another primary school and/or on to a secondary school, their data is also transferred.
Their final school will hold the majority of pupil data (contained within their individual pupil files) until they
reach the age of 25. Some data is held for a shorter period of time and is thereafter destroyed. More detailed
information can be found by asking at the school office.

Who we share pupil information with
We routinely share pupil information with:


The Local Authourity (Wiltshire Council)



Schools that the pupil’s attend after leaving us



The Department for Education (DfE)



Examination Boards



Our offical school photographers



NHS Services (Virgin Care); school nurse

Why we share pupil information
We do not share information about our pupils with anyone without consent unless the law and our
policies allow us to do so.
We share pupils’ data with the Department for Education (DfE) on a statutory basis. This data
sharing underpins school funding and educational attainment policy and monitoring.
We are required to share information about our pupils with our local authority (LA) and the
Department for Education (DfE) under section 3 of The Education (Information About Individual
Pupils) (England) Regulations 2013.
In addition, if your child joins our school from another school, their individual pupil files will be
transferred with them and similarily, when your child leaves our school to attend another school
(either primary or secondary) their individual pupil files will be transferred with them, including
information regarding any special educational needs they might have, contact with external
agencies and/or child protection files.
Data collection requirements:
To find out more about the data collection requirements placed on us by the Department for
Education (for example; via the school census) go to https://www.gov.uk/education/datacollection-and-censuses-for-schools.
3

Youth support services
Pupils aged 13+
Once our pupils reach the age of 13, we also pass pupil information to our local authority and / or
provider of youth support services as they have responsibilities in relation to the education or
training of 13-19 year olds under section 507B of the Education Act 1996.
This enables them to provide services as follows:


youth support services



careers advisers

A parent or guardian can request that only their child’s name, address and date of birth is passed to
their local authority or provider of youth support services by informing us. This right is transferred
to the child / pupil once he/she reaches the age 16.
The National Computer Database
The department may share information about our pupils from the NPD with third parties who
promote the education or well-being of children in England by:


conducting research or analysis



producing statistics



providing information, advice or guidance

The Department has robust processes in place to ensure the confidentiality of our data is
maintained and there are stringent controls in place regarding access and use of the data. Decisions
on whether DfE releases data to third parties are subject to a strict approval process and based on a
detailed assessment of:


who is requesting the data



the purpose for which it is required



the level and sensitivity of data requested: and



the arrangements in place to store and handle the data

To be granted access to pupil information, organisations must comply with strict terms and
conditions covering the confidentiality and handling of the data, security arrangements and
retention and use of the data.
For more information about the department’s data sharing process, please visit:
https://www.gov.uk/data-protection-how-we-collect-and-share-research-data
For information about which organisations the department has provided pupil information, (and for
which project), please visit the following website:
https://www.gov.uk/government/publications/national-pupil-database-requests-received
To contact DfE: https://www.gov.uk/contact-dfe
4

Requesting access to your personal data
Under data protection legislation, parents and pupils have the right to request access to
information about them that we hold. To make a request for your personal information, or be given
access to your child’s educational record, contact The Data Protection Officer at the school.
You also have the right to:


object to processing of personal data that is likely to cause, or is causing, damage or distress



prevent processing for the purpose of direct marketing



object to decisions being taken by automated means



in certain circumstances, have inaccurate personal data rectified, blocked, erased or
destroyed; and
claim compensation for damages caused by a breach of the Data Protection regulations



If you have a concern about the way we are collecting or using your personal data, we request that
you raise your concern with us in the first instance. Alternatively, you can contact the Information
Commissioner’s Office at https://ico.org.uk/concerns/
Contact
If you would like to discuss anything in this privacy notice, please contact: our Data Protection
Officer via e-mail on . dpo@stonehenge.wilts.sch.uk
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THE STONEHENGE SCHOOL
Privacy Notice (How we use children in need and children looked after information)
Please read this alongside our Privacy Notice- How we use pupil information.
The categories of this information that we collect, process, hold and share include:



personal information (such as name, date of birth and address)




characteristics (such as gender, ethnicity and disability)
information relating to episodes of being a child in need (such as referral information,
assessment information, Section 47 information, Initial Child Protection information and
Child Protection Plan information)



episodes of being looked after (such as important dates, information on placements)



outcomes for looked after children (such as whether health and dental assessments are up
to date, strengths and difficulties questionnaire scores and offending)



adoptions (such as dates of key court orders and decisions)



care leavers (such as their activity and what type of accommodation they have)



Relevant medical information: such as allergies, medical conditions, disabilities, physical and
mental developmental difficulties, doctor’s contact details.

For some children we will also collect, hold and share data which includes:


Educational information: such as information on their Special Educational Needs, reports
and support provided by external agencies and ‘Educational Health Care Plans’



Data on behaviour: such as data on any exclusion and/or records of any major breaches of
school policy



Date on Safeguarding: such as concern sheets and Child Protection Plans

Why we collect and use this information
We use this personal data to:


support these children and monitor their progress



provide them with pastoral care



assess the quality of our services



evaluate and improve our policies on children’s social care.
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The lawful basis on which we use this information
We collect and process information about children in our care and children to whom we provide
services under the following ‘lawful bases’, as defined within the GDPRs:


to fulfil our duties as a public authority, which is defined as our ‘public task'



in order to ensure that we provide your child with the right level of support in order for
them to progress well during their time at school, which is defined as our ‘legitimate
interest’



in the case of an emergency where your child might be in need of medical help and we are
unable to contact you, which is defined as their ‘vital interest’

Collecting this information
Whilst the majority of children looked after information you provide to us is mandatory, some of it
is provided to us on a voluntary basis. In order to comply with the data protection legislation, we
will inform you whether you are required to provide certain information to us or if you have a
choice in this.
Storing this information
We hold children in need and children looked after data for the time that your child remains at our
school. When the transfer to another secondary school, their data is also transferred.
Their final school will hold the majority of pupil data (contained within their individual pupil files)
until they reach the age of 25. Some data is held for a shorter period of time and is thereafter
destroyed. More detailed information can be found by asking at the school office.

Who we share this information with
We routinely share this information with:


The Local Authority (Wiltshire Council)



Schools that the pupil’s attend after leaving us



The Department for Education (DfE)




Examination Boards
Our official school photographers



NHS Services (Virgin Care); school nurse

Why we share this information
Department for Education (DfE) - We share children in need and children looked after data with
the Department on a statutory basis, under Section 83 of 1989 Children’s Act, Section 7 of the
Young People’s Act 2008 and also under section 3 of The Education (Information About Individual
Pupils) (England) Regulations 2013.
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This data sharing helps to develop national policies, manage local authority performance,
administer and allocate funding and identify and encourage good practice.
We do not share information about our children in need or children looked after with anyone
without consent unless the law and our policies allow us to do so.
Data collection requirements
To find out more about the data collection requirements placed on us by the Department for
Education go to:
Children looked after: https://www.gov.uk/guidance/children-looked-after-return
Children in need: https://www.gov.uk/guidance/children-in-need-census

The National Pupil Database (NPD)
The NPD is owned and managed by the Department for Education and contains information about
children in England. It provides invaluable information on the background and circumstances on a
child’s journey and evidence on educational performance to inform independent research, as well
as studies commissioned by the Department. It is held in electronic format for statistical purposes.
This information is securely collected from a range of sources including schools, local authorities
and awarding bodies.
We are required by law, to provide information about our children to the DfE as part of statutory
data collections. Some of this information is then stored in the national pupil database (NPD). The
law that allows this is the Education (Information About Individual Pupils) (England) Regulations
2013.
To find out more about the NPD, go to https://www.gov.uk/government/publications/nationalpupil-database-user-guide-and-supporting-information.
The department may share information about our pupils from the NPD with third parties who
promote the education or well-being of children in England by:




conducting research or analysis
producing statistics
providing information, advice or guidance

The Department has robust processes in place to ensure the confidentiality of our data is
maintained and there are stringent controls in place regarding access and use of the data. Decisions
on whether DfE releases data to third parties are subject to a strict approval process and based on a
detailed assessment of:





who is requesting the data
the purpose for which it is required
the level and sensitivity of data requested: and
the arrangements in place to store and handle the data
8

To be granted access to pupil information, organisations must comply with strict terms and
conditions covering the confidentiality and handling of the data, security arrangements and
retention and use of the data.
For more information about the department’s data sharing process, please visit:
https://www.gov.uk/data-protection-how-we-collect-and-share-research-data
For information about which organisations the department has provided pupil information, (and for
which project), please visit the following website:
https://www.gov.uk/government/publications/national-pupil-database-requests-received
To contact DfE: https://www.gov.uk/contact-dfe
Requesting access to your personal data
Under data protection legislation, parents, carers and children have the right to request access to
information about them that we hold. To make a request for your personal information contact our
Data Protection Officer
You also have the right to:






object to processing of personal data that is likely to cause, or is causing, damage or distress
prevent processing for the purpose of direct marketing
object to decisions being taken by automated means
in certain circumstances, have inaccurate personal data rectified, blocked, erased or
destroyed; and
claim compensation for damages caused by a breach of the Data Protection regulations

If you have a concern about the way we are collecting or using your personal data, you should
raise your concern with us in the first instance or directly to the Information Commissioner’s
Office at https://ico.org.uk/concerns/


Contact:
If you would like to discuss anything in this privacy notice, please contact: our Data Protection
Officer via e-mail on . dpo@stonehenge.wilts.sch.uk
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Privacy Notice (How we use information that we hold on parents/carers)
When your child joins our school, we ask you to provide us with some personal information, which is held
on our central computer system, to enable us to contact you and also to address any specific needs in a
manner that you would reasonably expect us to. There may also be times when we are required to share
some of this information to protect the safety of your child and to fulfil legal obligations that we have as a
school.
The categories of information that we collect, process, hold and share include:



personal information (such as name, address, contact details both for home and workplace, including
email)
information to support your application for Free School Meals

Why we collect and use this information
We use this information to:




to enable us to contact you both as part of our normal procedures and in the event of any emergency
concerning your child
to enable email and text contact with you both for the distribution of information from the school and
any communication specific to your child
to fulfil our obligations under safeguarding legislation

The lawful basis on which we process this information
We process your ‘personal data’ under the lawful basis of ‘legitimate interests’, ‘vital interests’ and
‘consent’. With the exception of information required in order for us to fulfil our safeguarding duties, there
is no legal obligation that requires you to provide this information. However, if you decide not to, you need
to understand that it would not be possible for us to contact you, either in an emergency or in the course of
our normal communication with parents. Furthermore, where parents live at different addresses, unless
we have all the information regarding those addresses, we would not be able to communicate with all
parents.
Collecting this information
As it is not mandatory for you to provide us with this information and in order for us to comply with data
protection legislation, we will inform you as to why we are requesting that information and your specific
rights with respect to that information.
For more detailed information regarding the data we hold and the bases on which we hold it, please see
the Appendix attached to this letter. In addition, you can find out more about the lawful bases we have
applied and about the General Data Protection Regulations from our school website.

Storing this information
We store this information both in the original paper copy on which it was requested, as well as on our
parent/pupil data base, which is password protected. Access to that data base is limited strictly to those
staff who need to obtain the information and we take responsibilities regarding security very seriously.
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Who we share this information with and why
We only ever share this information on a ‘need to know’ to facilitate contact with you as parents/carers of
a pupil at our school, to support your child’s learning and in the event of any medical emergency. We act
strictly within the guidelines of our school policy, a copy of which can be found on our website or requested
from the school office.
The school has robust processes in place to ensure that the confidentiality of personal data is maintained
and there are stringent controls in place regarding access to it and its use
Requesting access to your personal data
Under data protection legislation, you have the right to request access to information about you that we
hold. To make a request for your personal information, contact our Data Protection Officer. You can also
see the details we hold about you on our Insight system.
You also have the right to:






object to processing of personal data that is likely to cause, or is causing, damage or distress
prevent processing for the purpose of direct marketing
object to decisions being taken by automated means
in certain circumstances, have inaccurate personal data rectified, blocked, erased or destroyed; and
claim compensation for damages caused by a breach of the Data Protection regulations

If you have a concern about the way we are collecting or using your personal data, we ask that you raise
your concern with us in the first instance. Alternatively, you can contact the Information Commissioner’s
Office at https://ico.org.uk/concerns/
Further information
If you would like to discuss anything in this privacy notice, please contact: our Data Protection Officer via email on . dpo@stonehenge.wilts.sch.uk
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Privacy Notice (How we use school workforce information)
We process personal data relating to those we employ to work at, or otherwise engage to work at our
school. This is for employment purposes to assist in the running of the school and/or to enable individuals
to be paid. We are also required to hold information on staff to fulfil our legal obligations to the
Department for Education and the Local Authority in the submission of an annual School Census. In
addition, we hold information in order to support staff as part of the process of continuous professional
development and to enable us to contact to staff or their next of kin in the event of an emergency
The categories of school workforce information that we collect, process, hold and share include:









personal information (such as name, employee or teacher number, national insurance number)
special categories of data including characteristics information such as gender, age, ethnic group
contract information (such as start dates, hours worked, post, roles and salary information)
work absence information (such as number of absences and reasons)
qualifications (and, where relevant, subjects taught)
next of kin or other contact in case of emergency
bank account details for payroll
former employment details for safer recruitment

Why we collect and use this information
In addition to the reasons outlined above, we use school workforce data to:







enable the development of a comprehensive picture of the workforce and how it is deployed
inform the development of recruitment and retention policies
enable individuals to be paid
as part of our safeguarding duties
as part of our obligation to complete an annual school census return to the DfE
so that we can contact you or your next of kin in the case of emergency or closure of the school

The lawful basis on which we process this information
We collect and process ‘personal data’ under the following ‘lawful bases’, as defined within the GDPR:
-

to fulfil our duties as a public authority to report to the LA and the DfE, which is defined as our ‘public
task’
to support the smooth running of the school and the effective development and deployment of staff,
which is defined as our ‘legitimate interest’
to ensure the payment of staff and fulfilment of our contractual obligations, which is defined as
‘contract’
in case of an emergency where you might be in need of medical help and we you are unable to given
consent, which is defined as a ‘vital interest’

We collect and process ‘special categories of personal data’ under the following ‘lawful bases’ as defined
within the GDPR:
-

Article 9(2)(a): where you have understood the reason for us requesting the data and have given your
consent to us doing so for the purpose specified
Article 9(2)(b): where processing is necessary for the purposes of carrying out the obligations in the
area of social protection law
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-

-

-

Article 9(2)(c): that processing is necessary to protect you vital interests of you or another person
where you are physically or legally unable to give consent
Article 9(2)(d): that processing is carried out in the course of our legitimate activities, with appropriate
safeguards
Article 9(2)(h): processing is necessary for the purposes of preventive or occupational medicine, for the
assessment of the working capacity of an employee, medical diagnosis, the provision of health or social
care or treatment or the management of health or social care systems and services.
For more detailed information regarding, the legislation that requires us to hold special categories of
personal information and the specific lawful bases under which we hold each type of data, please refer
to the GDPR section 9(2)
All staff personnel records and information are held electronically on SIMs.
The School also holds staff personnel files which hold all written communication/starter
forms/references etc. These are kept in a locked filing cabinet with access restricted to the school HR
manager and the head. A member of staff can request to see their staff file requesting permission from
the head teacher in writing with 24 hours’ notice.

Collecting this information
Whilst the majority of information you provide to us is mandatory, some of it is provided to us on a
voluntary basis. In order to comply with data protection legislation, we will inform you whether you are
required to provide certain school workforce information to us or if you have a choice in this.
Storing this information
We hold and retain school workforce data in line with our legal obligations under:
-

the Education Act 1996
section 5 of the Education (Supply of Information about the School Workforce) (England) Regulations
2007 and amendments
Keeping Children Safe in Education
the requirements of the Disclosure and Barring Service and the Home Office
the requirements of HMRC
the Act of Limitation (1980) and
with references to the Information Record Management Society,

Who we share this information with
We routinely share this information with:



our local authority- Wiltshire Council
the Department for Education (DfE)

Why we share school workforce information
We do not share information about workforce members with anyone without consent unless the law and
our policies allow us to do so.
Local authority
We are required to share information about our workforce members with our local authority (LA) under
section 5 of the Education (Supply of Information about the School Workforce) (England) Regulations 2007
and amendments.
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Department for Education (DfE)
We share personal data with the Department for Education (DfE) on a statutory basis. This data sharing
underpins workforce policy monitoring, evaluation, and links to school funding / expenditure and the
assessment educational attainment.

We are required to share information about our school employees with our local authority (LA) and the
Department for Education (DfE) under section 5 of the Education (Supply of Information about the School
Workforce) (England) Regulations 2007 and amendments.
Data collection requirements
The DfE collects and processes personal data relating to those employed by schools (including Multi
Academy Trusts) and local authorities that work in state funded schools (including all maintained schools,
all academies and free schools and all special schools including Pupil Referral Units and Alternative
Provision). All state funded schools are required to make a census submission because it is a statutory
return under sections 113 and 114 of the Education Act 2005
To find out more about the data collection requirements placed on us by the Department for Education
including the data that we share with them, go to https://www.gov.uk/education/data-collection-andcensuses-for-schools.
The department may share information about school employees with third parties who promote the
education or well-being of children or the effective deployment of school staff in England by:




conducting research or analysis
producing statistics
providing information, advice or guidance

The department has robust processes in place to ensure that the confidentiality of personal data is
maintained and there are stringent controls in place regarding access to it and its use. Decisions on whether
DfE releases personal data to third parties are subject to a strict approval process and based on a detailed
assessment of:





who is requesting the data
the purpose for which it is required
the level and sensitivity of data requested; and
the arrangements in place to securely store and handle the data

To be granted access to school workforce information, organisations must comply with its strict terms and
conditions covering the confidentiality and handling of the data, security arrangements and retention and
use of the data.
For more information about the department’s data sharing process, please visit:
https://www.gov.uk/data-protection-how-we-collect-and-share-research-data
To contact the department: https://www.gov.uk/contact-dfe
Requesting access to your personal data
Under data protection legislation, you have the right to request access to information about you that we
hold. To make a request for your personal information, contact our data protection officer
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You also have the right to:






object to processing of personal data that is likely to cause, or is causing, damage or distress
prevent processing for the purpose of direct marketing
object to decisions being taken by automated means
in certain circumstances, have inaccurate personal data rectified, blocked, erased or destroyed; and
claim compensation for damages caused by a breach of the Data Protection regulations

If you have a concern about the way we are collecting or using your personal data, we ask that you raise
your concern with us in the first instance. Alternatively, you can contact the Information Commissioner’s
Office at https://ico.org.uk/concerns/

Further information
If you would like to discuss anything in this privacy notice, please contact: our data protection officer via
e-mail on . dpo@stonehenge.wilts.sch.uk
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Privacy Notice (How we use school governor information)
We process personal data relating to those we employ to work at, or otherwise engage to work at our
school. We are required to hold information on governors to fulfil our legal obligations to the Department
for Education and the Local Authority.
The categories of school governor information that we collect, process, hold and share include:




personal identifiers, contacts and characteristics (such as name, date of birth, contact details and
postcode)
governance details (such as role, start and end dates )
pecuniary interest

Why we collect and use this information
The personal data collected is essential, in order for the school to fulfil their official functions and meet
legal requirements.
We only collect and use personal information about you when the law allows us to. Most commonly, we
use it where we need to:




meet the statutory duties placed upon us
Assist in your role as a school governor
as part of our safeguarding duties

Less commonly, we may also use personal information about you where:





you have given us consent to use it in a certain way
we need to protect your vital interests (or someone else’s interests)
where you have provided us with consent to use your data, you may withdraw this consent at any
time. We will make this clear when requesting your consent, and explain how you go about
withdrawing consent if you wish to do so.

We collect and process ‘personal data’ under the following ‘lawful bases’, as defined within the GDPR:





for the purpose of statutory duties named above in accordance with the legal basis of Legal
Obligation.
to fulfil our duties as a public authority to report to the LA and the DfE, which is defined as our
‘public task’
to support the smooth running of the school, which is defined as our ‘legitimate interest’
in case of an emergency where you might be in need of medical help and we you are unable to
given consent, which is defined as a ‘vital interest’

We collect and process ‘special categories of personal data’ under the following ‘lawful bases’ as defined
within the GDPR:




Article 9(2)(a): where you have understood the reason for us requesting the data and have given
your consent to us doing so for the purpose specified
Article 9(2)(b): where processing is necessary for the purposes of carrying out the obligations in the
area of social protection law
Article 9(2)(c): that processing is necessary to protect you vital interests of you or another person
where you are physically or legally unable to give consent
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Article 9(2)(d): that processing is carried out in the course of our legitimate activities, with
appropriate safeguards
For more detailed information regarding, the legislation that requires us to hold special categories
of personal information and the specific lawful bases under which we hold each type of data,
please refer to the GDPR section 9(2)

Collecting this information
Whilst the majority of information you provide to us is mandatory, some of it is provided to us on a
voluntary basis. In order to comply with data protection legislation, we will inform you whether you are
required to provide certain school governor information to us or if you have a choice in this.
Storing this information
We hold and retain school governor data in line with our legal obligations under:




the Education Act 1996
Keeping Children Safe in Education
the requirements of the Disclosure and Barring Service and the Home Office.

This is held on the SCR (safeguarding central record) which is held on the school network on a shared drive
which only the headmaster, the HR manager and the headmaster’s PA have access to.
Who we share this information with
We share this information with:





the Department for Education (DfE)
The local authority
School auditors on request
Ofsted at the start of an inspection

Why we share school governor information
We do not share information about governor members with anyone without consent unless the law and
our policies allow us to do so.
Department for Education (DfE)
The Department for Education (DfE) collects personal data from educational settings and local authorities.
We are required to share information about our governors with the Department for Education (DfE), under
section 538 of the Education Act 1996

Data collection requirements
The DfE collects and processes personal data relating to those employed by schools (including Multi
Academy Trusts) and local authorities that work in state funded schools (including all maintained schools,
all academies and free schools and all special schools including Pupil Referral Units and Alternative
Provision). All state funded schools are required to make a census submission because it is a statutory
return under sections 113 and 114 of the Education Act 2005
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To find out more about the data collection requirements placed on us by the Department for Education
including the data that we share with them, go to https://www.gov.uk/education/data-collection-andcensuses-for-schools.
The department may share information about school employees with third parties who promote the
education or well-being of children or the effective deployment of school staff in England by:




conducting research or analysis
producing statistics
providing information, advice or guidance

The department has robust processes in place to ensure that the confidentiality of personal data is
maintained and there are stringent controls in place regarding access to it and its use. Decisions on whether
DfE releases personal data to third parties are subject to a strict approval process and based on a detailed
assessment of:





who is requesting the data
the purpose for which it is required
the level and sensitivity of data requested; and
the arrangements in place to securely store and handle the data

To be granted access to school governor information, organisations must comply with its strict terms and
conditions covering the confidentiality and handling of the data, security arrangements and retention and
use of the data.
For more information about the department’s data sharing process, please visit:
https://www.gov.uk/data-protection-how-we-collect-and-share-research-data
To contact the department: https://www.gov.uk/contact-dfe
Requesting access to your personal data
Under data protection legislation, you have the right to request access to information about you that we
hold. To make a request for your personal information, contact our data protection officer
You also have the right to:






object to processing of personal data that is likely to cause, or is causing, damage or distress
prevent processing for the purpose of direct marketing
object to decisions being taken by automated means
in certain circumstances, have inaccurate personal data rectified, blocked, erased or destroyed; and
claim compensation for damages caused by a breach of the Data Protection regulations

If you have a concern about the way we are collecting or using your personal data, we ask that you raise
your concern with us in the first instance. Alternatively, you can contact the Information Commissioner’s
Office at https://ico.org.uk/concerns/
Further information
If you would like to discuss anything in this privacy notice, please contact: our data protection officer via email on . dpo@stonehenge.wilts.sch.uk
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The Stonehenge School Secure Data Handling Policy
Overview
Personal data
School staff have access to a wide range of personal data concerning children and families. Personal
data is the most likely form of sensitive data that a school will hold. Personal data is defined by the
Data Protection Act as “Data relating to a living individual who can be identified from the data”.
Examples of personal data include, but are not limited to; names, dates of birth, the name of their
parents or guardian, address and contact numbers as well as legal information and curricular data.
Sensitive information may also be held in accordance with our safeguarding policy.
The Act gives 8 principles to bear in mind when dealing with such information. Data must:
1. be processed fairly and lawfully
2. be collected for a specified purpose and not used for anything incompatible with that
purpose
3. be adequate, relevant and not excessive
4. be accurate and up-to-date
5. not be kept longer than necessary
6. be processed in accordance with the rights of the data subject
7. be kept securely
8. not be transferred outside the EEA (European Economic Area) unless the country offers
adequate protection.
The Data Protection Act states that some types of personal information demand an even higher level
of protection, this includes information relating to:
 racial or ethnic origin
 political opinions
 religious beliefs or other beliefs of a similar nature
 trade union membership
 physical or mental health or condition
 sexual life (orientation)
 the commission or alleged commission by them of any offence, or any proceedings for
such or the sentence of any court in such proceedings.
The Data Protection Act applies equally to personal data recorded in electronic form or on paper.
Secure Handling
In accordance with principle 7 of the Data Protection Act personal data must be handled in a secure
fashion.
The three questions below can be used to quickly assess whether information needs to treated
securely, i.e.
1. Would disclosure / loss place anyone at risk?
2. Would disclosure / loss cause embarrassment to an individual or the school?
3. Would disclosure / loss have legal or financial implications?
If the answer to any of the above is “yes” then it will contain personal or commercially sensitive
information and needs a level of protection. This document summarises how the school will protect
personal data.
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Principles
The following principles will be applied within the school:
 The amount of data held by the school should be reduced to a minimum.
 Data held by the school must be routinely assessed to consider whether it still needs to
be kept or not.
 Personally sensitive data held by the school will be securely stored and sent by secure
means.
Securing and handling data held by the school:
Electronic data
ICT systems and MIS should be managed in such a way that protected files can be given permission
levels, with protected files being hidden from unauthorised users. Access to data should be granted
as required for the employee’s role only.
Personal and sensitive data should only be accessed on machines that are securely password
protected. Any device that can be used to access data must be locked if left (even for very short
periods). Auto-lock (WINDOWS+L) should be enabled when devices are left unattended.
Staff should not use memory sticks to store personal data and the transfer to memory sticks from
school PC’s is disabled. If data is required to be transferred to or from a memory stick (e.g. for Exam
Board requirements) this should be undertaken by a member of the IT team. This data will then be
encrypted and sent securely.
Any files stored on the network that requires a high level of protection should either be password
protected or stored in an area that only the relevant individual has access to.
The Stonehenge School requires users to have strong passwords, which are changed regularly. User
passwords must never be shared.
Storage media is stored in a secure and safe environment that avoids physical risk, loss or electronic
degradation.
Personal data can only be stored on school and Children’s Centre equipment (this includes
computers and portable storage media (iron keys issued to all staff). Private equipment must not be
used for the storage of personal data. Where personal devices are used to access data remotely
passwords should not be stored on the device and personal data should not be downloaded.
When personal data is stored on any mobile device or removable media:




the data must be encrypted and password protected,
it must have virus and malware checking software
the data must be securely deleted from the device, in line with school policy (see guidance
below) once it has been transferred or its use is complete.

The Stonehenge School does not recommend the use of “Cloud Based Storage Systems” (for
example DropBox, Google Apps and Google Docs)
Data transfer should be through secure websites e.g. (S2S, PerspectiveLite). If this is not available
then the file must be minimally password protected or preferably encrypted before sending via
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email, the password must be sent by other means and on no account included in the same email. A
record of the email should be kept, to identify when and to whom the email was sent, (e.g. by
copying and pasting the email into a Word document).
When laptops are passed on or re-issued, data will be securely wiped from any hard drive before the
next person uses it (not simply deleted). This will be done by a technician using a recognised tool,
e.g. McAfee Shredder.
The school’s wireless network (WiFi) will be secure at all times.
Data Disposal
In accordance with the 5th principle of the DPA (Data shall not be kept for longer than is necessary)
the Stonehenge School will comply with the legal requirements for the safe destruction of personal
data when it is no longer required. The disposal of personal data, in either paper or electronic form,
must be conducted in a way that makes reconstruction highly unlikely. Electronic files must be
securely overwritten, in accordance with government guidance, and other media must be shredded,
incinerated or otherwise disintegrated for data.
Paper Records
The Stonehenge School will endeavours to keep the number of paper records it holds to a minimum.
Any sensitive paper records should be kept in a lockable location. Paper records can be taken off
site; these must also be stored in a portable lockable box. The Stonehenge School will operate a
“Clean Desk” policy where no sensitive records should be left attended.
Compliance
Auditing
The school must be aware of all the sensitive data it holds, be it electronic or paper.
A register will be maintained detailing the types of sensitive data held, where and by whom, and will
be added to as and when new data is generated.
Regular audits will take place; the frequency of the audits will be determined by the school’s Data
Protection Officer. The audits will assess security measures are already in place and whether or not
they are the most appropriate and cost effective available.
This register will be sent to relevant staff each year to allow colleagues to revise the list of types of
data that they hold and manage.
The audit will be managed by the Data Protection Officer and staff designated by them.
Training
All staff need to be trained on electronic secure data handling and need to be reminded of their
responsibilities, as per this policy. This will be the responsibility of the Headteacher in conjunction
with the Data Protection Officer.
Training normally takes the form of an induction, as well as annual training as part of Safeguarding.
Any relevant updates involving the emergence of new technology will be given as they arise.
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Staff in the school sign an Acceptable Use Policy acknowledging that they have attended data
protection training and understand their responsibilities.
Data Breach and reporting incidents
Logs will be kept by the Data Protection Officer of accidental or deliberate data security breaches –
including loss of protected data or breaches of an acceptable use police.
All significant data protection incidents will be reported by the Data Protection Officer to the
Information Commissioner’s Office based upon the local incident handling policy and
communication plan.
Policy Review
This policy will be reviewed by the Data Protection Officer on an annual basis.
If you would like to discuss anything in this data handling policy please contact our our data
protection officer via e-mail on . dpo@stonehenge.wilts.sch.uk
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GOVERNING BODY - TLR
BASIC FILE
DESCRIPTION

DP ISSUES

‘TYPE’ OF DATA AND SPECIFIC INFORMATION
PERSONAL
SPECIAL
CRIMINAL

Agenda for GB
meetings

Possible DP issues
when dealing
with confidential
issues relating to
staff1.

Individuals names

Minutes of GB
Meeting

Possible DP issues
when dealing
with confidential
issues relating to
staff.
Possible DP issues
when dealing
with confidential
issues relating to
staff.
Possible DP issues
when dealing
with confidential
issues relating to
staff.
Possible DP issues
when dealing
with confidential
issues relating to
staff.

Principle set of
minutes
(signed)

Inspection
copies2

Reports
presented to
the Governing
Body

1

Sexual orientation
Trade Union mem
Disability
Health

DBS notification of
a conviction

HOW STORED:
ELECTRONIC,
PAPER, BOTH
Both
1 copy retained
with the master
set of minutes, all
other copies
disposed of

MAIN
CONTROLLER
OF DATA
Clerk of Govs

DATA SHARED POSSIBLE
WITH AND/OR SECURITY
ACCESSED BY
ISSUES
Governors
SMT

Stored securely
(or offered to
County Archive
services)
Stored from date
of meeting
+3years

Stored for a
minimum of 6
years unless
report refers
directly to an

Staff to mean all adults either employed or on a voluntary basis working in the school
These are the copies which the clerk to the Governor may wish to retain so that requestors can view all the appropriate information without the clerk needing to print off and collate
redacted copies of the minutes each time a request is made.
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individual, then
kept permanently
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GOVERNING BODY - TLR
BASIC FILE
DESCRIPTION

DP ISSUES

Instruments of
Government
including
Articles of
Association

No

Trusts and
Endowments
managed by
the Governing
Body

No

Action plans
created and
administered
by the
Governing
Body
Policy
documents
created and
administered
by the
Governing
Body
Records
relating to
complaints
dealt with by
the Governing
Body

No

No

Yes

‘TYPE’ OF DATA AND SPECIFIC INFORMATION
PERSONAL
SPECIAL
CRIMINAL

HOW STORED:
ELECTRONIC,
PAPER, BOTH

MAIN
CONTROLLER
OF DATA

DATA SHARED POSSIBLE
WITH AND/OR SECURITY
ACCESSED BY
ISSUES
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GOVERNING BODY - TLR
BASIC FILE
DESCRIPTION

DP ISSUES

Proposals re
change of
status of a
maintained
school
including
Specialist
Status Schools
and Academies

No

‘TYPE’ OF DATA AND SPECIFIC INFORMATION
PERSONAL
SPECIAL
CRIMINAL

HOW STORED:
ELECTRONIC,
PAPER, BOTH

MAIN
CONTROLLER
OF DATA

DATA SHARED
WITH AND/OR
ACCESSED BY

P
S
I
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HEAD TEACHER AND SENIOR MANAGEMENT TEAM - CB
BASIC FILE
DESCRIPTION

DP ISSUES

Log books of
activity in the
school
maintained by
the Ht

Possible DP
issues if log
book refers to
individual pupils
or members of
staff

Minutes of SMT
meetings and the
meetings of
other internal
administrative
bodies

‘TYPE’ OF DATA AND SPECIFIC INFORMATION
PERSONAL
SPECIAL
CRIMINAL

HOW STORED:
ELECTRONIC,
PAPER, BOTH

MAIN
CONTROLLER
OF DATA

DATA SHARED POSSIBLE
WITH AND/OR SECURITY
ACCESSED BY
ISSUES

Possible DP
Student names
issues if minutes
refers to
individual pupils
or members of
staff

Electronic and
paper

CB

Visitors to
staffroom can
see minutes

Reports created
by the HT or SMT

Possible DP
issues if reports
refers to
individual pupils
or members of
staff

Staff names

Electronic and
paper

HT

SMT
Chair of
Governors
Associate SMT
Paper copy on
staff
noticeboard
Full Governing
Body

Correspondence
created by HT,
DHT, heads of
year and other
staff with
administrative
responsibilities

Possible DP
issues if
correspondence
refers to
individual pupils
or members of
staff

Student names

Both, stored for 3
years from date
of
correspondence

Headteacher’s
PA

Other staff

Parent or pupil
incorrectly
identified,
incorrect
home address
of pupil.

Copies seen by
relatives of
FGB at home
address
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HEAD TEACHER AND SENIOR MANAGEMENT TEAM - CB
BASIC FILE
DESCRIPTION

DP ISSUES

‘TYPE’ OF DATA AND SPECIFIC INFORMATION
PERSONAL
SPECIAL
CRIMINAL

Professional
Development
Plans

Yes

Staff names

HOW STORED:
ELECTRONIC,
PAPER, BOTH
Stored for life of
the plan +6 years

MAIN
CONTROLLER
OF DATA
Line Managers
SMT

DATA SHARED
WITH AND/OR
ACCESSED BY
Full Governing
Body
Wiltshire
Council

HT

Full Governing
Body
Wiltshire
Council

Electronic

School
Development
Plans

No

Stored for life of
the plan +3 years

POSSIBLE
SECURITY
ISSUES
PC screen
unlocked
when user is
absent from
desk
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ADMISSIONS PROCESS - SH
BASIC FILE
DESCRIPTION

DP ISSUES

‘TYPE’ OF DATA AND SPECIFIC INFORMATION
PERSONAL
SPECIAL
CRIMINAL

HOW STORED:
ELECTRONIC,
PAPER, BOTH
Document resides
on-line on school
website and
Wiltshire
Council’s website.
Stored- life of the
policy +3years

MAIN
CONTROLLER
OF DATA
No data capture
from the Policy

DATA SHARED
WITH AND/OR
ACCESSED BY
Document
resides on-line
on school
website and
Wiltshire
Council’s
website

POSSIBLE
SECURITY
ISSUES
None, Policy
only, no data
entry field or
named
personnel.

All records
relating to the
creation and
implementation
of the School
Admissions’
Policy

No
Policy is a
Wiltshire LEA
Document

Admissions - if
the admission is
successful

Yes

Full name, date of
birth, home
address, names of
parents/contacts/si
blings

Race, ethnicity,
gender, nationality,
religion, medical
conditions

Both
Stored from date
of admission+1
year

Data Manager

Admissions – if
the appeal is
unsuccessful

Yes

Full name, date of
birth, home
address, names of
parents/contacts/si
blings

Race, ethnicity,
gender, nationality,
religion, medical
conditions

Both
Stored from date
of resolution +1
year

Data Manager

Register of
admissions

Yes

Full name, date of
birth, home
address, names of
parents/contacts/si
blings

Race, ethnicity,
gender, nationality,
religion, medical
conditions, Unique
Learning Number

Electronic
All entries
preserved for a
period of 3 years
after the date on
which the entry
was made.

Data Manager

Wiltshire LEA,
Attendance
Officer, Officer
Manager,
Head,
Assistant
Heads, Data
Manager
Wiltshire LEA
Attendance
Officer, Officer
Manager,
Head,
Assistant
Heads, Data
Manager
Wiltshire LEA
Attendance
Officer, Officer
Manager,
Head,
Assistant

Unauthorised
access to
paper files; PC
screen
unlocked
when user is
absent from
desk
Unauthorised
access to
paper files; PC
screen
unlocked
when user is
absent from
desk
Unauthorised
access to
paper files; PC
screen
unlocked
when user is
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Family
Circumstances:
Service child,
Traveller,
Residency Status,
Refugee/asylum
seeker
Currently or ever
looked after
child
Adopted from
care

Name of child,
parents, status,
outline history of
LAC or Care
effective dates

Both
Data retained on
pupil file DOB +25
years

Data Manager

Heads, Data
Manager

absent from
desk

Wiltshire LEA,
Data Manager,
Senior
Leadership
Team,
Safeguarding
Officer

Unauthorised
access to
paper files; PC
screen
unlocked
when user is
absent from
desk
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ADMISSIONS PROCESS - SH
BASIC FILE
DESCRIPTION

DP ISSUES

‘TYPE’ OF DATA AND SPECIFIC INFORMATION
PERSONAL
SPECIAL
CRIMINAL

HOW STORED:
ELECTRONIC,
PAPER, BOTH

MAIN
CONTROLLER
OF DATA

DATA SHARED POSSIBLE
WITH AND/OR SECURITY
ACCESSED BY
ISSUES

Proofs of address
supplied by
parents as part of
the admissions
process

Yes

No- proof of address
is not sought by the
school but may have
been sought by
Wiltshire Council at
Early years/primary
stage

Data Manager

Accessed by
Attendance
Officer and
saved to G
drive;
Leadership
team notified of
the file

Accidental
disclosure of
username and
password to
Perspective Lite;
unauthorised
access to G
Drive

Supplementary
Information form
including
additional
information such
as religion, current
medical condition,
disability, EHCP’s
etc - for successful
admissions
Supplementary
Information form
including
additional
information such
as religion,
medical conditions
etc - for
unsuccessful
admissions

Yes

Race, ethnicity,
gender, nationality,
religion, medical
conditions, first and
other languages
spoken, eligible for
Free School Meals
and Pupil premium
Funding

Address of pupil is
stored
electronically when
the main database
of admissions is
accessed via
Perspective Litewhich has
restricted access
(user name and
password)
Both
Information added
to the pupil’s file

Data Manager

Wiltshire LEA
Attendance
Officer, Officer
Manager, Head,
Assistant Heads,
Data Manager,
other staff on
“need to know”
basis.

Unauthorised
access to paper
files; PC screen
unlocked when
user is absent
from desk

Yes

Race, ethnicity,
gender, nationality,
religion, medical
conditions

Retained until the
appeals process is
complete

Data Manager

Wiltshire LEA
Attendance
Officer, Officer
Manager, Head,
Assistant Heads,
Data Manager

Unauthorised
access to paper
files; PC screen
unlocked when
user is absent
from desk

DPP Appendix 6

ADMISSIONS PROCESS - SH
BASIC FILE
DESCRIPTION

DP ISSUES

‘TYPE’ OF DATA AND SPECIFIC INFORMATION
PERSONAL
SPECIAL
CRIMINAL

Biometric data
held as part of
the Cashless
catering system

Yes

Images of pupilsnew year 7
intake and year
10 updating

Yes

Image of pupil,
with admission
number

Both

Images of pupilsin-year starters

Yes

Image of pupil with
Initials and tutor
group

Electronic

Full name of the
pupil can be
identified from a
PIN number

HOW STORED:
ELECTRONIC,
PAPER, BOTH
Electronic

MAIN
CONTROLLER
OF DATA

DATA SHARED
WITH AND/OR
ACCESSED BY
Nationwide
Retail
Systems,
Finance
Officer,
Canteen Staff,
School
Business
Manager,
Office
Manager
All staff with
access to Sims
pupil records

All staff with
access to Sims
pupil records

POSSIBLE
SECURITY
ISSUES
Pupil informs
another of
their PIN
number, other
pupil accesses
account of
first pupil

We send an
email with
names and
tutor groups
to Snappers,
they send us a
drop-box link
to access the
images. We
upload the
images to Sims
We take the
photo and
temporarily
store to the
camera’s SD
card, then
upload to
Sims. Delete
the image
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from the SD
card.
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OPERATIONAL ADMINISTRATION - CB
BASIC FILE
DESCRIPTION

DP ISSUES

‘TYPE’ OF DATA AND SPECIFIC INFORMATION
PERSONAL
SPECIAL
CRIMINAL

HOW STORED:
ELECTRONIC,
PAPER, BOTH
Destroyed
current year +5,
after review
Paper and
electronic

MAIN
CONTROLLER
OF DATA
Headteacher’s
PA

DATA SHARED
WITH AND/OR
ACCESSED BY
SMT

POSSIBLE
SECURITY
ISSUES
Unauthorised
access to
paper files

General files

Yes

Names of
students/staff

Records relating to
the creation and
publication of the
school brochure or
prospectus

No

Student/staff
photos

Both
Destroyed
current year +3

Headteacher’s
PA

SMT
Prospective
parents
On school
website

Accidental
identification
of a pupil

Records relating to
the creation and
distribution of
circulars to staff,
parents or pupils

No

Students/staff
names

Both, destroyed
current year +1.

HT

SMT

Accidental
identification
of a student

Newsletters and
other items with a
short operational
use

Yes

Student and staff
names and photoes

Both, destroyed
current year +1.
Newsletters not
produced now
but historic
copies on website

Headteacher’s
PA

On school
website

Pupils could
accidentally be
identified in
text.
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OPERATIONAL ADMINISTRATION - CB
BASIC FILE
DESCRIPTION

DP ISSUES

‘TYPE’ OF DATA AND SPECIFIC INFORMATION
PERSONAL
SPECIAL
CRIMINAL

Visitors’ Books and
Signing in Sheets

Yes

Full name, name of
member of staff
they are visiting

Records relating to
the creation and
management of
Parent Teacher
Associations
and/or Old Pupils
Associations

Yes where
records
include
personal
identification

PTA not set up in
school

HOW STORED:
ELECTRONIC,
PAPER, BOTH
Paper, old sheets
stored via PDF to
electronic file;
paper files
destroyed. Files
kept on record
= current year +6
after review.
Destroyed
current year +6
after review

MAIN
CONTROLLER
OF DATA
Process checked
and reviewed by
SLH 5/4/2018.

DATA SHARED
WITH AND/OR
ACCESSED BY
Reception
Staff, Office
Manager,
Premises
Manager

POSSIBLE
SECURITY
ISSUES
Visitors can
easily see the
full name of
other visitors
on site that
day or
previous day.
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OPERATIONAL ADMINISTRATION - CB
BASIC FILE
DESCRIPTION

DP ISSUES

‘TYPE’ OF DATA AND SPECIFIC INFORMATION
PERSONAL
SPECIAL
CRIMINAL

Minibus driver
convictions
check

Yes

Full name, driving
licence number,
National Insurance
number and home
address

Paper copies of the
driving licence
checks are held on
file

HOW STORED:
ELECTRONIC,
PAPER, BOTH
Initial check is
downloaded to
file, paper copy
printed and filed
(for Auditor
access)

MAIN
CONTROLLER
OF DATA

DATA SHARED
WITH AND/OR
ACCESSED BY
Office
Manager,
premises
manager,
School
Business
Manager,
Auditor.

POSSIBLE
SECURITY
ISSUES
Unauthorised
access to
paper file.

DPP Appendix 6

HUMAN RESOURCES – Recruitment - CB
BASIC FILE
DESCRIPTION

DP ISSUES

‘TYPE’ OF DATA AND SPECIFIC INFORMATION
PERSONAL
SPECIAL
CRIMINAL

HOW STORED:
ELECTRONIC,
PAPER, BOTH

MAIN
CONTROLLER
OF DATA

DATA SHARED POSSIBLE
WITH AND/OR SECURITY
ACCESSED BY
ISSUES

All records leading
up to the
appointment of a
new head teacher

No – all
records kept
by Wiltshire
Council as we
are a
maintained
school

All records leading
up to the
appointment of a
new member of
staff –
unsuccessful
candidates

Yes

Staff details, name,
address, DOB etc

Electronic and
paper

Headteacher’s
PA

SMT
Interviewer

User PC screen
left unlocked
Paper copy
left
unattended
and visible by
others

All records leading
up to the
appointment of a
new member of
staff – successful
candidate

Yes

Staff details, name,
address, DOB etc

Electronic and
paper

Headteacher’s
PA

SMT
Interviewed

User PC screen
left unlocked
Paper copy
left
unattended
and visible by
others

Pre-employment
vetting
information – DBS
Checks

Yes

Staff details, name,
address, DOB etc

Paper copy

Business
Manager

Headteacher’s
PA
Reception
staff if asked
to copy
information

Paper copy
left
unattended
and visible by
others
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HUMAN RESOURCES – Recruitment - CB
BASIC FILE
DESCRIPTION

DP ISSUES

‘TYPE’ OF DATA AND SPECIFIC INFORMATION
PERSONAL
SPECIAL
CRIMINAL

Proofs of identity
collected as part of
the process of
checking
“portable”
enhanced DBS
disclosure

Yes

Staff details, name,
address, DOB etc

Pre-employment
vetting
information –
Evidence proving
the right to work
in the United
Kingdom

Yes

Staff details, name,
address, DOB etc

HOW STORED:
ELECTRONIC,
PAPER, BOTH
Paper copy

MAIN
CONTROLLER
OF DATA
Business
Manager

DATA SHARED
WITH AND/OR
ACCESSED BY
Headteacher’s
PA
Reception
staff if asked
to copy
information

POSSIBLE
SECURITY
ISSUES
Paper copy
left
unattended
and visible by
others

Paper copy

Business
Manager

Headteacher’s
PA
Reception
staff if asked
to copy
information

Paper copy
left
unattended
and visible by
others
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HUMAN RESOURCES – Operational Staff Management - CB
BASIC FILE
DESCRIPTION

DP ISSUES

‘TYPE’ OF DATA AND SPECIFIC INFORMATION
PERSONAL
SPECIAL
CRIMINAL

HOW STORED:
ELECTRONIC,
PAPER, BOTH
Electronic and
paper

MAIN
CONTROLLER
OF DATA
Business
Manager

Staff Personal File

Yes

All staff details

Timesheets

Yes

Staff names and
payroll numbers

Electronic and
paper

Business
Manager

Annual appraisals
Observation
records
Assessment
information and
CDP

Yes

Staff names

Electronic

Business
Manager

DATA SHARED
WITH AND/OR
ACCESSED BY
SMT
Headteacher’s
PA
Member of
staff to which
file relates
Wiltshire
Council payroll
Wiltshire
Council payroll
Office
Manager
shared
electronic
copy

POSSIBLE
SECURITY
ISSUES
Filing cabinet
left unlocked
Key to filing
cabinet left
unsecured

Headteacher

PC left
unsecured by
user

PC left
unsecured by
user
Paper copies
left
unattended on
desk

DPP Appendix 6

HUMAN RESOURCES – Management of Disciplinary & Grievance Processes - CB
BASIC FILE
DESCRIPTION

DP ISSUES

‘TYPE’ OF DATA AND SPECIFIC INFORMATION
PERSONAL
SPECIAL
CRIMINAL

HOW STORED:
ELECTRONIC,
PAPER, BOTH
Electronic and
paper

MAIN
CONTROLLER
OF DATA
HT, CP officer,
Headteacher’s
PA

DATA SHARED
WITH AND/OR
ACCESSED BY
HT, CP officer

POSSIBLE
SECURITY
ISSUES
Unauthorised
access to
paper copies

Allegation of a
child protection
nature against a
member of staff
including where
the allegation is
unfounded

Yes

Staff names

All records relating
to any Disciplinary
Proceedings
including records
of oral warnings

Yes

Staff names

Electronic and
paper

Headteacher
Business
Manager
HR at Wiltshire
Council

SMT
HR at
Wiltshire
Council
Governors

Unauthorised
access to
paper copies

All records relating
to any grievances
either individual or
collective

Yes

Staff names

Electronic and
paper

Headteacher
Business
Manager
HR at Wiltshire
Council

SMT
HR at
Wiltshire
Council
Governors

Unauthorised
access to
paper copies
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HUMAN RESOURCES – Health & Safety - CB
BASIC FILE
DESCRIPTION

DP ISSUES

Health and Safety
Policy Statements

No

Health and Safety
Risk Assessments

No

Records relating to
accident/ injury at
work (adults and
children)

Yes

‘TYPE’ OF DATA AND SPECIFIC INFORMATION
PERSONAL
SPECIAL
CRIMINAL

Full name of
injured person,
date of birth, home
address (where
applicable)

HOW STORED:
ELECTRONIC,
PAPER, BOTH
Electronic

MAIN
CONTROLLER
OF DATA
Business
Manager
Headteacher’s
PA

DATA SHARED
WITH AND/OR
ACCESSED BY
All staff on
intranet
Accessible to
all via website

POSSIBLE
SECURITY
ISSUES
None

Electronic and
paper

Business
Manager
Office Manager

All staff when
reviewing
Wiltshire
Council
H&S
Governor

None

Office
Manager,
Health and
safety
Inspector
(under
supervision of
the file)

Unauthorised
access to
paper files

Both- initial paper
record and
electronic versions
if a reportable
accident
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HUMAN RESOURCES – Health & Safety - CB
BASIC FILE
DESCRIPTION

DP ISSUES

Control of
Substances
Hazardous to
Health (COSHH)

No

Process of
monitoring of
areas where
employees and
persons are likely
to have become in
contact with
asbestos

Process of
monitoring of
areas where
employees and
persons are likely
to have become in
contact with
radiation

‘TYPE’ OF DATA AND SPECIFIC INFORMATION
PERSONAL
SPECIAL
CRIMINAL

HOW STORED:
ELECTRONIC,
PAPER, BOTH
Electronic and
paper

MAIN
CONTROLLER
OF DATA
Premises
Manager
Science/D&T
Technicians
Catering
Manageress

No

Electronic and
paper

Premises
Manager
regular routine
checks. Any
disturbance
reported
immediately
and area
vacated and
locked

No

Electronic and
paper

Radiation
Controller, AEL
in Science
department

DATA SHARED
WITH AND/OR
ACCESSED BY
Wiltshire
Council H & S
adviser
H&S
Governor
Teaching staff
in specialist
subjects
Catering team
All staff via
staff
handbook.
Every area
that contains
asbestos has
written
instructions to
evacuate and
lock area in
case of
disturbance
All Science
staff
Premises/Busi
ness Manager
H & S Adviser

POSSIBLE
SECURITY
ISSUES
None

Supply
staff/visitors
to the school
unaware of
procedures

Science store
left unlocked
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Fire precautions
log book

No

Paper

Premises
Manager

Business
Manager
Premises
Assistant
Fire Officer
Any fire
authority
called to the
school

None
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HUMAN RESOURCES – Payroll & Pensions - CB
BASIC FILE
DESCRIPTION

DP ISSUES

‘TYPE’ OF DATA AND SPECIFIC INFORMATION
PERSONAL
SPECIAL
CRIMINAL

Payroll records
including
maternity pay
records

Yes

Staff names,
payroll number,
details of pay

Records held
under ‘Retirement
Benefits Schemes
(Information
Powers)
Regulations 1995

Data not held
at school

HOW STORED:
ELECTRONIC,
PAPER, BOTH
Electronic and
paper

MAIN
CONTROLLER
OF DATA
Business
Manager

DATA SHARED
WITH AND/OR
ACCESSED BY
Accounting &
Budget
Support
Technician
HR/Payroll at
Wiltshire
Council

POSSIBLE
SECURITY
ISSUES
Unauthorised
access to
paper copies.
PC left
unlocked by
user
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HUMAN RESOURCES
BASIC FILE
DESCRIPTION

DP ISSUES

‘TYPE’ OF DATA AND SPECIFIC INFORMATION
PERSONAL
SPECIAL
CRIMINAL

Absence records,
applications for
TOIL, notification
of medical
appointments

Yes

Full name, date of
absence from
school and location
of the
appointment.

HOW STORED:
ELECTRONIC,
PAPER, BOTH
Both

MAIN
CONTROLLER
OF DATA

DATA SHARED
WITH AND/OR
ACCESSED BY
Assistant
Heads, School
Business
Manager,
Office
Manager,
Wiltshire LEA

POSSIBLE
SECURITY
ISSUES
Unauthorised
access to staff
files
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FINANCIAL MANAGEMENT OF THE SCHOOL – Risk Management, Insurance and Asset Management - CB
BASIC FILE
DESCRIPTION

DP ISSUES

Employer’s
Liability Insurance
Certificate

No

Inventories of
furniture and
equipment

Burglary, theft and
vandalism
report forms

‘TYPE’ OF DATA AND SPECIFIC INFORMATION
PERSONAL
SPECIAL
CRIMINAL

HOW STORED:
ELECTRONIC,
PAPER, BOTH
Electronic copy on
network
Paper copy in
reception

MAIN
CONTROLLER
OF DATA
Business
Manager

DATA SHARED
WITH AND/OR
ACCESSED BY
Accessible to
all via copy in
reception
Wiltshire
Council who
are our
insurers

POSSIBLE
SECURITY
ISSUES
None

No

Electronic and
paper

Business
Manager
Heads of
department
IT Technician

Auditors

None

No

Electronic and
paper

Business
Manager

Wiltshire
Council our
insurers

None
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FINANCIAL MANAGEMENT OF THE SCHOOL – Accounts and Statements including Budget Management - CB
BASIC FILE
DESCRIPTION

DP ISSUES

Annual Accounts

No

Loans and grants
managed by the
school

No

Student Grant
applications

N/A

‘TYPE’ OF DATA AND SPECIFIC INFORMATION
PERSONAL
SPECIAL
CRIMINAL

HOW STORED:
ELECTRONIC,
PAPER, BOTH
Electronic

MAIN
CONTROLLER
OF DATA
Business
Manager

Electronic and
paper

Business
Manager

DATA SHARED
WITH AND/OR
ACCESSED BY
Accounting &
Budget
Support
Technician
Wiltshire
Council
Full Governing
Body
SMT
Accounting &
Budget
Support
Technician
Wiltshire
Council
Full Governing
Body
SMT

POSSIBLE
SECURITY
ISSUES
None

None
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All records relating
to the creation and
management of
budgets including
the Annual Budget
statement and
background papers

No

Electronic and
paper

Business
Manager

Accounting &
Budget
Support
Technician
Wiltshire
Council
Full Governing
Body
SMT

None
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FINANCIAL MANAGEMENT OF THE SCHOOL – Accounts and Statements including Budget Management - CB
BASIC FILE
DESCRIPTION

DP ISSUES

All records relating
to the creation and
management of
budgets including
the Annual Budget
statement and
background papers

No

Invoices, receipts,
order books and
requisitions,
delivery notices

Records relating to
the collection and
banking of monies

‘TYPE’ OF DATA AND SPECIFIC INFORMATION
PERSONAL
SPECIAL
CRIMINAL

HOW STORED:
ELECTRONIC,
PAPER, BOTH
Electronic and
paper

MAIN
CONTROLLER
OF DATA
Business
Manager

No

Electronic and
paper

Finance Officer

No

Electronic and
paper

Finance Officer

DATA SHARED
WITH AND/OR
ACCESSED BY
Accounting &
Budget
Support
Technician
Wiltshire
Council
Full Governing
Body
SMT
Business
Manager
Auditors
Chair of
Finance
Committee
Governor

POSSIBLE
SECURITY
ISSUES
None

Business
Manager
Auditors
Chair of
Finance
Committee
Governor

None

None
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Records relating to
the identification
and
collection of debt

No

Electronic and
paper

Finance Officer

Business
Manager
Auditors
Chair of
Finance
Committee
Governor
Full Governing
Body
SMT

None
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FINANCIAL MANAGEMENT OF THE SCHOOL – Contract Management - CB
BASIC FILE
DESCRIPTION

DP ISSUES

All records relating
to the
management of
contracts under
seal

No
None held

All records relating
to the
management of
contracts under
signature

Records relating to
the monitoring of
contracts

‘TYPE’ OF DATA AND SPECIFIC INFORMATION
PERSONAL
SPECIAL
CRIMINAL

HOW STORED:
ELECTRONIC,
PAPER, BOTH

MAIN
CONTROLLER
OF DATA

DATA SHARED POSSIBLE
WITH AND/OR SECURITY
ACCESSED BY
ISSUES

No

Electronic and
paper

Business
Manager

SMT
Governors
Finance
Committee

None

No

Electronic and
paper

Business
Manager

Contractor
Governors
Finance and
Premises
committee
Headteacher

None
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FINANCIAL MANAGEMENT OF THE SCHOOL – School Fund- CB
BASIC FILE
DESCRIPTION

DP ISSUES

School Fund Cheque books

‘TYPE’ OF DATA AND SPECIFIC INFORMATION
PERSONAL
SPECIAL
CRIMINAL

No

HOW STORED:
ELECTRONIC,
PAPER, BOTH
Paper

MAIN
CONTROLLER
OF DATA
Finance Officer

School Fund Paying in books

No

Paper

Finance Officer

School Fund Ledger

No

Electronic

Finance officer

School Fund Invoice

No

Electronic and
paper

Finance officer

School Fund Receipts

No

Electronic and
paper

Finance officer

School Fund –
Bank Statements

No

Electronic and
paper

Finance officer

School Fund –
Journey Books

No
None held

DATA SHARED
WITH AND/OR
ACCESSED BY
Business
Manager
SMT as
authorised
signatories
Auditors
Business
Manager
Auditors
Business
Manager
Auditors
Business
Manager
Auditors
Staff to
authorise
payment
Business
Manager
Auditors
Business
Manager
Auditors

POSSIBLE
SECURITY
ISSUES
Unauthorised
access to
cheque book

None

None

None

None

None
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FINANCIAL MANAGEMENT OF THE SCHOOL – School Meals’ Management - CB
BASIC FILE
DESCRIPTION

DP ISSUES

Free School Meals
Registers

No

School Meal
Registers

No

Schools Meals
Summary Sheet

No

Free School
Meals – list of
eligible pupils

Yes

‘TYPE’ OF DATA AND SPECIFIC INFORMATION
PERSONAL
SPECIAL
CRIMINAL

HOW STORED:
ELECTRONIC,
PAPER, BOTH

MAIN
CONTROLLER
OF DATA

DATA SHARED POSSIBLE
WITH AND/OR SECURITY
ACCESSED BY
ISSUES

Information shared
across school
shows full name of
the pupil.
Information
received shows full
name and date of
birth of the eligible
pupils.
Information
received from
Wiltshire Council
shows unsuccessful
pupils full name

Both

Office Manager

Wiltshire Lea,
Office
Manager,
Assistant
Heads,
Finance
Officer, School
Business
Manager,
Catering Staff

Application form
contains details of
the applicants
entitlement to
benefits, date of
birth, NI number
and signature.
Paper and
electronic records
from Wiltshire
Council show
eligibility date
range for the pupil

Unauthorised
access to
paper files; PC
screen
unlocked
when user is
absent from
desk
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PROPERTY MANAGEMENT – Property Management - CB
BASIC FILE
DESCRIPTION

DP ISSUES

Title deeds of
properties
belonging to the
school

No
Wiltshire
Council own
the property

Plans of property
belonging to the
school

No

Leases of property
leased by or to the
school

No
N/A Wiltshire
Council own
the property

Records relating to
the letting of
school premises

No

‘TYPE’ OF DATA AND SPECIFIC INFORMATION
PERSONAL
SPECIAL
CRIMINAL

HOW STORED:
ELECTRONIC,
PAPER, BOTH

MAIN
CONTROLLER
OF DATA

DATA SHARED POSSIBLE
WITH AND/OR SECURITY
ACCESSED BY
ISSUES

Electronic and
paper

Business
Manager

Premises
Manager
Contractors

None

Electronic and
paper

Business
Manager

Premises
Manager
Auditors

None
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PROPERTY MANAGEMENT – Maintenance - CB
BASIC FILE
DESCRIPTION

DP ISSUES

All records relating
to the
maintenance of
the
school carried out
by contractors

No

All records relating
to the
maintenance of
the school carried
out by school
employees
including
maintenance log
books

No

‘TYPE’ OF DATA AND SPECIFIC INFORMATION
PERSONAL
SPECIAL
CRIMINAL

HOW STORED:
ELECTRONIC,
PAPER, BOTH
Electronic and
paper

MAIN
CONTROLLER
OF DATA
Premises
Manager

DATA SHARED
WITH AND/OR
ACCESSED BY
Business
Manager
D&T
Technician
Science
Technicians

POSSIBLE
SECURITY
ISSUES
None

Paper

Premises
Manager
Business
Manager

H & S Adviser
Wiltshire
Council

None

DPP Appendix 6

PUPIL’S EDUCATIONAL RECORD – SH / JW
BASIC FILE
DESCRIPTION

DP ISSUES

‘TYPE’ OF DATA AND SPECIFIC INFORMATION
PERSONAL
SPECIAL
CRIMINAL

Pupil’s Educational
Record required
by The Education
(Pupil Information)
(England)
Regulations 2005 –
Primary and
Secondary
Examination
Results – Pupil
Copies – both
public and internal

Yes

Full name, date of
birth, home
address, names of
parents/contacts/si
blings

Yes

Full name, date of
birth

Race, ethnicity,
gender, nationality,
religion, medical
conditions

HOW STORED:
ELECTRONIC,
PAPER, BOTH
Both
Stored – date of
birth of the pupil
+25years

MAIN
CONTROLLER
OF DATA
Data Manager

DATA SHARED
WITH AND/OR
ACCESSED BY
Wiltshire Lea,
all staff

POSSIBLE
SECURITY
ISSUES
Incorrect SIMs
permissions

Added to the pupil
file

Data Manager

Wiltshire LEA,
Exams Officer,
Head,
Assistant
Heads

Uncollected
certificatesreturn to the
examination
board
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PUPIL’S EDUCATIONAL RECORD – Attendance - SH
BASIC FILE
DESCRIPTION

DP ISSUES

‘TYPE’ OF DATA AND SPECIFIC INFORMATION
PERSONAL
SPECIAL
CRIMINAL

Attendance
Registers,
Exclusions,
Absences

Yes

Full name of pupil

Correspondence
relating to
authorised and
unauthorised
absence

Yes

Full name of pupil
and parent, home
address, date of
absence and
location of absence

HOW STORED:
ELECTRONIC,
PAPER, BOTH
Both
School registers for
3 years after date
on which entry was
made.
Correspondence re
absences: current
academic year +2
years.
Exclusions: remain
in pupil files
Both
School registers for
3 years after date
on which entry was
made.
Correspondence re
absences: current
academic year +2
years.
Exclusions: remain
in pupil files

MAIN
CONTROLLER
OF DATA
Data Manager

DATA SHARED
WITH AND/OR
ACCESSED BY
Head,
Attendance
Officer,
Leadership
Team

POSSIBLE
SECURITY
ISSUES
Unauthorised
access to
paper files

Data Manager

Head,
Attendance
Officer,
Receptionist,
Head’s PA

Unauthorised
access to
paper files
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PUPIL’S EDUCATIONAL RECORD – Child Protection - TLR
BASIC FILE
DESCRIPTION

DP ISSUES

Child protection
information held
in separate files

Yes

Concern sheets
held in separate
files

Yes

‘TYPE’ OF DATA AND SPECIFIC INFORMATION
PERSONAL
SPECIAL
CRIMINAL

HOW STORED:
ELECTRONIC,
PAPER, BOTH

MAIN
CONTROLLER
OF DATA

DATA SHARED POSSIBLE
WITH AND/OR SECURITY
ACCESSED BY
ISSUES
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PUPIL’S EDUCATIONAL RECORD – Special Educational Needs - TLR
BASIC FILE
DESCRIPTION

DP ISSUES

Special
Educational Needs
files, reviews and
individual support
plans – including
reports from
specialist agencies

Yes

Individual Health
Care Plans

Yes

Advice and
information
provided to
parents
regarding
educational
needs

Yes

‘TYPE’ OF DATA AND SPECIFIC INFORMATION
PERSONAL
SPECIAL
CRIMINAL

Full name, date of
birth, home
address

Medical condition,
name of
doctor/surgery/hos
pital

HOW STORED:
ELECTRONIC,
PAPER, BOTH

MAIN
CONTROLLER
OF DATA

DATA SHARED POSSIBLE
WITH AND/OR SECURITY
ACCESSED BY
ISSUES

SENCO,
Safeguarding
Officer, Office
Manager,
Assistant
Heads, School
Nursing Team

Files accessed
by
unauthorised
staff.
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CURRICULUM MANAGEMENT – Statistics and Management Information - JW
BASIC FILE
DESCRIPTION

DP ISSUES

‘TYPE’ OF DATA AND SPECIFIC INFORMATION
PERSONAL
SPECIAL
CRIMINAL

Curriculum returns

Yes

Staff Codes

Examination
Results (school’s
copy)

Yes

SATs Records:

Yes




Results
Examination
papers

Published
Admission
Numbers (PAN)
Reports

Yes

-

-

HOW STORED:
ELECTRONIC,
PAPER, BOTH
Both

MAIN
CONTROLLER
OF DATA
Data Manager /
Deputy Head

DATA SHARED
WITH AND/OR
ACCESSED BY
SLT

POSSIBLE
SECURITY
ISSUES
Minimal – but
e-copies
should be
password
protected. All
paper copies
should be
locked away.

DPP Appendix 6

CURRICULUM MANAGEMENT – Statistics and Management Information - JW
BASIC FILE
DESCRIPTION

DP ISSUES

Value added and
contextual data

See “Pupil
Analysis
Reports”

Self-evaluation
forms

Yes

Pupil Analysis
Reports*
4Matrix

Yes

‘TYPE’ OF DATA AND SPECIFIC INFORMATION
PERSONAL
SPECIAL
CRIMINAL

HOW STORED:
ELECTRONIC,
PAPER, BOTH

MAIN
CONTROLLER
OF DATA

DATA SHARED POSSIBLE
WITH AND/OR SECURITY
ACCESSED BY
ISSUES

Staff names
Pupil details

Electronic

Data Manager

All staff,
mainly
teaching staff

Ethnic Origin

-

Data printed
from 4Matrix
or
spreadsheet
and left
unattended.
Data from
4Matrix
displayed on
screen /
whiteboard
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CURRICULUM MANAGEMENT – Implementation of Curriculum – JW (CAD)
BASIC FILE
DESCRIPTION
Schemes of work

Timetable

Class Record Books
Mark Books

Record of
homework
Pupils’ work

DP ISSUES

‘TYPE’ OF DATA AND SPECIFIC INFORMATION
PERSONAL
SPECIAL
CRIMINAL

HOW STORED:
ELECTRONIC,
PAPER, BOTH

MAIN
CONTROLLER
OF DATA

DATA SHARED POSSIBLE
WITH AND/OR SECURITY
ACCESSED BY
ISSUES
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CURRICULUM MANAGEMENT – Statistics and Management Information (JW)
BASIC FILE
DESCRIPTION

DP ISSUES

‘TYPE’ OF DATA AND SPECIFIC INFORMATION
PERSONAL
SPECIAL
CRIMINAL

Classroom
Learning -

No

Only pupil name

-

Yes

Pupil Name and
characteristics

Show My
Homework*

Yes

Insight*

Yes

Pixl (Maths App,
Gg App, History
App, Edge)
Kerboodle
MathsWatch
Tassomai
Classroom
Learning -

-

HOW STORED:
ELECTRONIC,
PAPER, BOTH
Electronic

MAIN
CONTROLLER
OF DATA
Data Manager

DATA SHARED
WITH AND/OR
ACCESSED BY
Teaching Staff

POSSIBLE
SECURITY
ISSUES
-

Pupil Ethnicity

-

Electronic

Data Manager

Teaching Staff

Pupil Name(and
parent link in
Admin Account)

-

-

Electronic

Data Manager

Teaching Staff

Parents given
incorrect
access

Pupil details,
Parent address

Pupil Ethnicity

-

Electronic

Data Manager

Staff

Parents /
Pupils
accessing
another
account.

SAM Learning
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Data being
visible to users
that shouldn’t
be

Pupil Behaviour / No
AtL / Assessment
tables*

Pupil Name only

-

-

Electronic
Paper (displayed)

Data Manager

Staff / Pupils /
Visitors

-

DPP Appendix 6

EXTRA CURRICULAR ACTIVITIES – Educational Visits outside the Classroom - TLR
BASIC FILE
DESCRIPTION

DP ISSUES

‘TYPE’ OF DATA AND SPECIFIC INFORMATION
PERSONAL
SPECIAL
CRIMINAL

Records created by
schools to obtain
approval to run an
Educational Visit
outside the
Classroom

Possible issues
when dealing
with CP/Lac
children’s
names on a
trip? All pupil
info

Individuals Names.

Sexual orientation

Parental consent
forms for school
trips where there
has been no major
incident

Yes Possible
issues when
dealing with
CP/Lac
children’s
names on a
trip? All pupil
info.
Yes Possible
issues when
dealing with
CP/Lac
children’s
names on a
trip? All pupil
info.
Yes Possible
issues when
dealing with
CP/Lac
children’s
names on a

Names/addresses
and consent would
usually be
completed by
parent pay

Contact details
held by parent pay.
Info regarding
Sexual orientation
and health issues
which need to be
understood for trip
purposes.
Contact details
held by parent pay.
Info regarding
Sexual orientation
and health issues
which need to be
understood for trip
purposes.
Contact details
held by parent pay.
Info regarding
Sexual orientation
and health issues
which need to be

Parental
permission slips
for school trips –
where there has
been no major
incident

Parental
permission slips
for school trips –
where there has
been a major
incident

Names/addresses
and consent would
usually be
completed by
parent pay

Names/addresses
and consent would
usually be
completed by
parent pay

N/A unless a child
has a criminal
record which
affects his or her
ability to attend
the trip.

HOW STORED:
ELECTRONIC,
PAPER, BOTH
Electronic and
paper if required as
a copy to
accompany the
trip.

MAIN
CONTROLLER
OF DATA
TLR/Evolve

DATA SHARED
WITH AND/OR
ACCESSED BY
Staff
organising
activity

POSSIBLE
SECURITY
ISSUES
Network
breach.
Paper copies
are taken on
each trip

Electronic

Admin via
Parent
pay/SIMS

Staff
organising
activity and
Admin teams.

Network
breach.
Paper copies
are taken on
each trip

School Admin
team using Sims
and Pars.

Outside
agencies such
as Police and
medical teams
in this country
and abroad.
The critical

Safeguarding
and wellbeing
would likely be
considered to
be more
important but
County would

Electronic.

Electronic. In case
of a major incident
school would be
the first point of
contact with the
Head taking the
lead regardless of

DPP Appendix 6
trip? All pupil
info.

understood for trip
purposes.

the nature of the
trip etc.

incident team
a county
would advise.

be responsible
at this
juncture.

DPP Appendix 6

EXTRA CURRICULAR ACTIVITIES – Family Liaison Officers and Home School Liaison Assistants - TLR
BASIC FILE
DESCRIPTION

DP ISSUES

Day Books

??????

Reports for
outside agencies where the report
has been included
on the case file
created by the
outside agency

Yes

Referral forms

Yes

‘TYPE’ OF DATA AND SPECIFIC INFORMATION
PERSONAL
SPECIAL
CRIMINAL

Names, Attendance
details, address and
reasons for absence
which could involve
some medical
information.

Names and
addresses provided
to the EWO by
school.

HOW STORED:
ELECTRONIC,
PAPER, BOTH

MAIN
CONTROLLER
OF DATA

DATA SHARED POSSIBLE
WITH AND/OR SECURITY
ACCESSED BY
ISSUES

Info of aInfo
specific
Criminal
EWO Wiltshire
SchoolEWO
admin
Notteam
usingteam
of a specific
illness Criminal investigation
Electronic with Electronic
with password
Wiltshire
EWO Wiltshire
Schoo
bu
illness or
disease
investigation
such
team
but
in
team
primarily
electronic
or disease pertaining to such as GBH,
password
Rape, protectprotect from EWO both
but in liaison
School.with
prima
pertaining
to
that
as
GBH,
Rape,
liaison
with
school
password
that person.
Physical assault
fromcould
EWO be
both forward and back as per
School.
attend
person.
Physical assault
School.
attendance
protect.
ongoing forward and backcounty protocols.
Progre
could be ongoing
officer,
Printed copies
as per county
Progress
need to be the He
protocols.
leaders, the
stored in CPheads
Head,
file or in
assistant
locked office
heads or DSL
files with
attendance
officer.
Health, wellbeing
info and family
circumstances/arr
angements.

Info regarding
referrals to any
other outside
agencies such as
MASH, WASP,
Motive 8, Cahms

We store them
electronically. EWO
may well have to
provide paper
copies to parents
and her teams?

EWO with
information
supplied by
school.

School admin
team primarily
school
attendance
officer,
Progress
leaders, the
Head,
assistant
heads or DSL
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Contact data
sheets

Yes

Names, Attendance
details, address
and reasons for
absence which
could involve some
medical
information.

Individual names
and names of
parents/Guardian
s

School admin team
primarily school
attendance officer,
Progress leaders,
the Head, assistant
heads or DSL
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EXTRA CURRICULAR ACTIVITIES – Family Liaison Officers and Home School Liaison Assistants - TLR
BASIC FILE
DESCRIPTION

DP ISSUES

Contact database
entries

Yes

Group registers

????

‘TYPE’ OF DATA AND SPECIFIC INFORMATION
PERSONAL
SPECIAL
CRIMINAL

HOW STORED:
ELECTRONIC,
PAPER, BOTH

MAIN
CONTROLLER
OF DATA

DATA SHARED POSSIBLE
WITH AND/OR SECURITY
ACCESSED BY
ISSUES
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CENTRAL GOVERNMENT AND LOCAL AUTHORITY – Local Authority – SH / JW / CB
BASIC FILE
DESCRIPTION

DP ISSUES

Secondary
Transfer Sheets
(Primary)

Yes

Attendance
Returns

Yes

School Census
Returns

No

Circulars and other
information sent
from the Local
Authority

No

‘TYPE’ OF DATA AND SPECIFIC INFORMATION
PERSONAL
SPECIAL
CRIMINAL

HOW STORED:
ELECTRONIC,
PAPER, BOTH

MAIN
CONTROLLER
OF DATA

DATA SHARED POSSIBLE
WITH AND/OR SECURITY
ACCESSED BY
ISSUES

Wiltshire LEA

Electronic

Business
Manager

Wiltshire
Council

Accidental
disclosure of
password/user
name to
Perspective
Lite
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CENTRAL GOVERNMENT AND LOCAL AUTHORITY – Central Government - CB
BASIC FILE
DESCRIPTION

DP ISSUES

OFSTED reports
and papers

‘TYPE’ OF DATA AND SPECIFIC INFORMATION
PERSONAL
SPECIAL
CRIMINAL

No

HOW STORED:
ELECTRONIC,
PAPER, BOTH
Electronic

MAIN
CONTROLLER
OF DATA
Headteacher

DATA SHARED
WITH AND/OR
ACCESSED BY
Via website
All staff

POSSIBLE
SECURITY
ISSUES
None

Returns made to
central
government

No

Electronic

Business
Manager

Central
Government

None

Circulars and other
information sent
from central
government

No

Electronic

Business
Manager

Central
Government

None

DPP Appendix 6

PERSONAL CATEGORY DATA COLLECTED BY SCHOOLS UNDER THE LAWFUL BASIS OF A ‘PUBLIC TASK’
PERSONAL DATA
LAWFUL BASIS
LEGISLATION
WHO SHARE IT
(ARTICLE 6)
WITH

3

WHY WE SHARE IT

RETENTION
PERIOD3

Personal information:
 Names
 Address
 Unique Pupil Number
 Unique Learning Number
 Sex
 Date of birth
Characteristics:
 Nationality
 Ethnicity
 First language and other
languages spoken
 Eligible for Free School
Meals
Medical information:
 Current medical conditions
 Disability
 Educational Health Care
Plan

1. Public Task

1. The Education (Pupil Registration)
(England) Regulations 2006 and
subsequent amendments of
2010/2011/2013
2. The Education (Information about
pupils) (England) Regulations 2013

1. Department
for Education
2. Stored on
school system

1. School Census
2. To enable contact with
parents

Pupil file: DOB
+25 years

1. Public Task

1. The Education (Pupil Registration)
(England) Regulations 2006 and
subsequent amendments of
2010/2011/2013
2. The Education (Information about
pupils) (England) Regulations 2013

1. Department
for Education
2. Staff on ‘need
to know’ basis

1. School census & funding
allocation

Pupil file: DOB
+25 years

1. Public Task

1. The Education (Pupil Registration)
(England) Regulations 2006 and
subsequent amendments of
2010/2011/2013
2. Section 100 Children and Families
Act 2014 and
Supporting pupils at school with
medical conditions
3. Equality Act (2010)

1. Department
for Education
2. LA and other
external
agencies
3. Staff on ‘need
to know’ basis

1. School Census
2. Support children with
specific medical needs and
disabilities and meet
obligations under the
Equality Act (2010)

Pupil file: DOB
+25 years

PERSONAL DATA

LAWFUL BASIS
(ARTICLE 6)

LEGISLATION

WHO WE SHARE IT
WITH

WHY WE SHARE IT

RETENTION
PERIOD

Family circumstances:
 Service child
 Traveller

Public Task

1. The Education (Pupil Registration)
(England) Regulations 2006 and

1. Department for
Education

1. School Census
2. To support
children’s

Pupil file: DOB +25
years

As advised by the IRMS Information Management Record Toolkit for schools, Version 5 (Feb 2016)
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Residency status
Refugee/asylum seeker
Currently or ever Looked
After Child

1.

Attendance records:
 Attendance registers
 Exclusions
 Absences: authorised and
unauthorised including
correspondence

Public Task

Educational data and
information:
 School Reports
 Test/exam results
 Attainment Levels
 Special Education Needs
 Learning support provision
 Educational Health Care
Plans
Safeguarding information:
 Child Protection Concerns
 Child Protection plan
 Parental responsibility

Public Task

1.

2.

1.
2.
3.

Public Task

subsequent amendments of
2010/2011/2013
The Education (Information about
pupils) (England) Regulations
2005/2013
The Education (Pupil Registration)
(England) Regulations 2006 and
subsequent amendments of
2010/2011/2013
School attendance: Departmental
advice for maintained schools,
academies, independent schools
and local authorities (2014)
The Education (Information about
pupils) (England) Regulations 2013
SEN Children and Families Act 2014
Education Acts 1966 & 2006

1. Section 175 of the Education Act
2. Keeping Children Safe in Education
(2016
3. Working together to safeguard
children (March 2015)

PERSONAL DATA COLLECTED BY SCHOOLS UNDER OTHER LAWFUL BASES
PERSONAL DATA
LAWFUL BASIS
LEGISLATION
(ARTICLE 6)
Characteristics:
 Religion

2. Staff on ‘need to
know’ basis

education and
development in
school

1. Department for
Education
2. Educational Welfare
Services

1. School Census

1. Department for
Education
2. School staff on
‘need to know basis’

2. School Census
3. To support
children’s
education and
development in
school

1. LA and external
support agencies
2. School staff on
‘need to know basis’

1. Fulfilment of
statutory
safeguarding
duties

WHO WE SHARE IT
WITH

WHY WE SHARE IT

School registers for 3
years after date on
which entry was
made.
Correspondence re
absences: Current
academic year +2
Exclusions: pupil files
Pupil file: DOB +25
years

Concerns – DOB + 25
years
Child Protection File
– DOB + 25 years

RETENTION
PERIOD
In pupil file:
DOB + 25 years
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Medical information:
 Doctor’s contact details
 Medical history
 Relevant family medical
history

1. Legitimate Interest
2. Vital Interest

Not applicable

Educational & Social
Developmental information at
current setting:
 Contact with external
agencies
 Behaviour support
 Records of major breaches
of school policy
Photographs and videos of
pupils

1. Legitimate Interest

Not applicable

‘Consent’

Not applicable

SPECIAL CATEGORY DATA COLLECTED BY SCHOOLS
SPECIAL CATEGORY DATA
LAWFUL BASIS
(ARTICLE 9)
Personal information:
 Ethnic origin

9(2) (b) – for the
purpose of carrying out
the school’s legal
obligations

Medical history and current
information:
 Current medical conditions

9(2) (a) (b) (c) and (d) –
to protect the vital
interests of a child and

1. Staff on a need to
know basis
2. Relevant medical
staff (Doctors,
ambulance
personnel, hospital
staff
1. External agencies
and school staff on a
‘need to know basis’

1. To ensure child receives the
right support at school
2. In the event of an
emergency where staff are
required to pass information
on to medical staff (loco
parentis)
1. To provide appropriate ongoing support for a child
educationally, socially and
emotionally.

In pupil file:
DOB + 25 years

1.
2.
3.
4.

1. Used for school displays
2. Used for school publicity
material including website
3. Used for educational
purposes
4. For individual passes

In pupil file:
DOB + 25 years

Current parents
Prospective parents
Public via website
Press

In pupil file:
DOB + 25 years

LEGISLATION

WHO SHARED WITH

WHY

RETENTION
PERIOD

The Education (Pupil
Registration) (England)
Regulations 2006 and
subsequent
amendments of
2010/2011/2013
Equality Act (2010)
Section 100 Children
and Families Act 2014

Department for Education

School Census

In pupil file:
DOB + 25 years

Staff and other external
agencies on a ‘need to
know basis’

To provide the right level of
support to a child within an
educational setting and to

In pupil file:
DOB + 25 years
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Disability
Doctor’s contact details
Medical history
Relevant family medical
history
Educational & Social
Developmental information:
 Physical & developmental
history e.g. speech, hearing,
walking sight etc.
 Past and on-going social
and/or emotional problems

to support the school’s
legitimate activities to
provide appropriate
support to individual
children
9(2) (d) – to support the
schools legitimate
activities.

Supporting pupils at
school with medical
conditions
Equality Act (2010)

provided relevant information in
the case of a medical emergency
(loco parentis)

In pupil file:
DOB + 25 years

Pupil Files: Each pupil has an individual pupil file which is created when they are admitted to school. This file is transferred with them as they progress through the
Education system and is then retained by their final schools for 25 years from their date of birth, after which it is securely destroyed.
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A SUMMARY AND EXPLANATION OF OUR ‘LEGITIMATE INTERESTS’ IN REQUESTING THIS DATA
The majority of the data that we are required to collect from you when your child becomes a pupil at our school is covered by our legal obligation as a public body and is
defined as our ‘public task’. This is because we are legally required to pass this data on, in the form of a ‘School Census’ to the Department for Education (DfE) and our
Local Authority (LA). However, in addition to this, we ask for other information from you that we are not required to pass on or report to either the DfE or the LA. We ask
for this data in order to ensure that we can give your child all the support that they need whilst they are a pupil at our school and contact and communicate with you, as
their parents, effectively.
Legally, we are still required to provide you with our ‘lawful bases for collecting this data. There are two lawful bases that we have applied, depending on the nature of the
data; the first is our ‘legitimate interests’ and the other our ‘vital interests’.
The table below details that data, what our ‘legitimate interests’ and ‘vital interests’ are and the consequences of you not supplying that data, to help you understand our
need for it in a practical way.
You can find out more information about the General Data Protection Regulations by visiting our website or asking for an information pack from the school office.
Alternatively, you can obtain information from the Information Commission’s website: https://ico.org.uk/for-organisations/guide-to-the-general-data-protectionregulation-gdpr/
Please note that you have the ‘Right to Object’ to our use of this data. What this means is that that if you have any objection to the way that we are processing this data,
on “grounds relating to your particular situation” we must stop processing the data unless we can demonstrate compelling reasons why we should continue.
If you have any questions or objections about how this data is used, please contact our data protection officer via e-mail on dpo@stonehenge.wilts.sch.uk.
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ADDITIONAL DATA NOT REQUIRED AS
PART OF OUR PUBLIC TASK
Medical and developmental
information requested when joining
this school::
 Doctor’s contact details
 Medical history
 Relevant family medical history
 Physical & developmental history
e.g. speech, hearing, walking sight
etc
 Pre-school contact with any external
support agencies
 Social or emotional problems
 Carer for other family members
 Details of pre-school placement
 Details of pre-school SEN status
Additional records maintained whilst a
pupil at this school:
 Contact with external agencies
 Behaviour support
 Records of major breaches of school
policy

WHAT IS OUR LEGITIMATE INTEREST?

WHAT IS OUR VITAL INTEREST?



We require this information In
order for us to fully support your
child to the best of our ability.
Knowledge about the
development milestones for your
child and any support that they
have received prior to attending
our school will help us to assess
and put in place the necessary
support for your child whilst at our
school.



To ensure that we have a full
picture of your child’s
development, both educationally
and socially and to be able to
communicate effectively with
parents and other external
agencies as required to ensure
that appropriate support is
provided.
To ensure that parents are kept
informed of any concerns that
they school might have regarding
behavioural issues so that the
school, parents and the pupil
concerned can work together to
resolve them.

Not Applicable







Up to date medical
information, including the
contact details of your child’s
GP, is vital in the event of any
emergency during school hours
where we are unable to
contact you prior to treatment
being administered.

WHAT HAPPENS IF I DO NOT SUPPLY THIS
INFORMATION?
 Unless we are made aware of all
relevant information concerning your
child, as requested, (e.g. relevant
developmental history and/or
additional support that your child
might have received prior to joining
our school, we will lack the necessary
information we need to ensure that we
provide the correct support from the
moment your child joins our school.





If we are not provided with
information from external agencies
that have either reviewed your child
(even if you have initiated this
independently) nor any information of
support that has been provided by any
external agencies, it prevents us from
working in a coordinated manner to
support your child.
If we do not maintain proper records
regarding major breaches of school
behaviour policy, we are unable to
inform you properly, nor are we able to
build up a picture that might help us to
support each pupil as required.
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The Stonehenge School - Data breach procedures and data breach incident form
Introduction
This document sets out the guidance and procedure for personal data breach incidents and must be
read in conjunction with the School’s Data Protection Policy
Purpose and scope
The purpose of this procedure is to provide a framework within which Stonehenge School will
ensure compliance with the legislative requirements of managing a personal data breach incident, or
suspected personal data breach incident.
This procedure applies to school staff, agency workers, students, volunteers, contractors and third
party agents who process data for or on behalf of the school and it must be complied with in the
event of a personal data breach.
Personal data breach
A personal data breach is a breach of security leading to the accidental or unlawful destruction, loss,
alteration, unauthorised disclosure, theft, or unauthorised access, to personal data.
Examples of personal data breaches











Loss or theft of personal data or equipment (encrypted and non-encrypted devices) on
which personal data is stored, e.g. loss of paper record, laptop, iPad or USB stick
Inappropriate access controls allowing unauthorised use, e.g. sharing of user login details
(deliberately or accidentally) to gain unauthorised access or make unauthorised changes to
personal data or information systems
Equipment failure
Human error, e.g. email containing personal data sent to the incorrect recipient
Unauthorised disclosure of sensitive or confidential information, e.g. document posted to an
incorrect address or addressee
Unforeseen circumstances such as a fire or flood
Hacking attack
‘Blagging’ offences where information is obtained by deceiving the organisation who holds it
Insecure disposal of paperwork containing personal data

Responding to a personal data breach
To comply with the GDPR legislative requirements Stonehenge School must:








1

have in place a process to assess the likely risk to individuals as a result of a breach.
know who the relevant supervisory authority for our processing activities is.
have a process to notify the ICO of a breach within 72 hours of becoming aware of it, even if
we do not have all the details yet.
know what information we must give the ICO about a breach.
have a process to inform affected individuals about a breach when it is likely to result in a
high risk to their rights and freedoms.
know we must inform affected individuals without undue delay.
know what information about a breach we must provide to individuals, and that we should
provide advice to help them protect themselves from its effects.
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keep a record of all security incidents involving personal data, even if they don’t all need to
be reported. Some of these incidents must be reported to the Information Commissioner
within 72 hours of detection, and without undue delay to data subjects (individuals) affected
by the incident. It is vital that all staff report a personal data breach, or suspected personal
data breach, however minor, as soon as possible after discovery so that we can use the 72
hours to establish what has happened, the size of the breach and whether it needs to be
reported further.

Why should breaches be reported?
The longer an incident goes unreported, the harder it gets to resolve any vulnerabilities allowing the
incident to escalate or for further incidents to occur. Impacted individuals have a right to know that
their data may have been compromised and that they could then take steps that could minimise an
adverse impact on them such as informing their bank that their bank details have been
compromised.
Without timely visibility of the incident through reporting the school may not be able to fulfil its legal
obligations. The EU General Data Protection Regulations (GDPR) places a duty on organisations to
report personal data breaches to the Information Commissioner's Office. If the breach is likely to
have a significant detrimental effect on individuals (e.g. discrimination, damage to reputation,
financial loss, loss of confidentiality or any significant economic or social damage) it must be
reported within 72 hours of becoming aware of the breach.
Knowing that a breach has occurred and delaying reporting reduces the time available for the
investigation team to understand and assist with a response and still meet privacy compliance
requirements.
Understanding the cause of breaches allows us to develop and implement systems and processes
that are more robust to prevent future breaches and protect personal data
Procedure for reporting a personal data breach incident
The primary point of contact for reporting a data breach incident is the School Data Protection
Officer (DPO).
The DPO (or nominated deputy) will investigate the breach and, where appropriate, notify relevant
line management and HR.
However the breach has occurred the following steps will be taken immediately:

2

1.

Internal notification: Responsibility for reporting a suspected breach lies with the person
who discovered the breach. Suspected personal data breach incidents should be reported
immediately upon discovery, in writing (or by phone if that is not possible), to the Data
Protection Officer (DPO) at DPO@stonehenge.wilts.sch.uk, using the form found in
Appendix A. This form should be sent by email and copied to The Head Teacher (unless
there is a need to report it confidentially to the DPO).

2.

Containment: The DPO will identify any steps that can be taken to contain the data breach
(e.g. isolating or closing the compromised section of network, finding a lost piece of
equipment, changing access codes) and liaise with the appropriate parties to action these.
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3.

Recovery: The DPO will establish whether any steps can be taken to recover any losses and
limit the damage the breach could cause (e.g. physical recovery of equipment, back up tapes
to restore lost or damaged data)

4.

Assess the risks: Before deciding on the next course of action, The DPO will assess the risks
associated with the data breach giving consideration to the notifications required in Part B,
(Breach Risk assessment) in Appendix A.

5.

Breach reporting – to the Information Commissioner’s Office (ICO): Following the risk
assessment which identifies a reportable personal data breach, The DPO (or nominated
deputy) will notify the ICO. If the breach is deemed significant, notification to the ICO will be
within 72 hours. The DPO will contact the ICO using their security breach helpline on 0303
123 1113, option 3 (open Mon – Fri 9am-5pm) or the ICO data breach Notification form can
be completed and emailed to casework@ico.org.uk.

6.

Breach reporting - notification to the individual: The DPO must assess whether it is
appropriate to notify the individual(s) whose data has been breached. Where the personal
data breach, or suspected personal data breach, is likely to result in impacting the rights and
freedoms of the individual the school shall notify the affected individual, without undue
delay, in accordance with the DPO’s (or nominated deputy’s) recommendations.

7.

Evaluation: The DPO should assess whether any changes need to be made to the school
processes and procedures to ensure that a similar breach does not occur.

Enforcement
Failure to adhere to this procedure, delay in reporting the breach to the DPO and non-reporting of
breaches, may result in disciplinary action in accordance with the School Staff Disciplinary
Procedure.
Review
This procedure will be reviewed bi-annually or where significant changes have occurred.

If you have any questions about the data breach procedure, please contact our data protection
officer via e-mail on dpo@stonehenge.wilts.sch.uk .

3
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Appendix A
Data Breach incident Form
The staff member notifying the breach should complete as much of the form as the
available information allows.
Part A: Breach information

When did the breach occur (or become known)?

Which staff member was involved in the breach?

Who was the breach reported to?

Date of report

Time of report

Description of breach

Initial containment activity

Part B Breach Risk Assessment
What type of data is involved?

Hard copy: Yes/No
Electronic Data: Yes/No

Is the data categorised as ‘sensitive’ within one of
the following categories:

Racial or Ethnic origin: Yes/No
Political opinions: Yes/No
Religious or philosophical beliefs: Yes/No
Trade Union membership: Yes/No
Data concerning health or sex life and sexual orientation:
Yes/No
Genetic Data Yes/No
Biometric Data Yes/No

Were any protective measures in place to secure the
data (e.g. encryption):

What has happened to the data:
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Yes/No
If yes please outline
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What could the data tell a third party about the
individual:

Number of individuals affected by the breach:

Whose data has been breached:

What harm can come to those individuals

Are their wider consequences to consider (e.g.
reputational loss):

Part C: Breach notification:
Is the breach likely to result in a risk to people’s
rights and freedoms?

Yes/No
If Yes, then the ICO should be notified within 72 hours

Date ICO notified:

Time ICO notified:

Reported by:

Method used to notify ICO:

Notes:

Is the breach likely to result in a high risk to
people’s rights and freedoms

Date individual notified:

Notified by:
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Yes/No
If Yes, then the individual should be notified
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Notes:

Part D: Breach Action Plan
Action to be taken to recover the data

Relevant governors/trustees to be notified:

Names:
Date notified:

Notification to any other relevant external agencies

External agencies:
Date notified:

Internal procedures (e.g. disciplinary investigation)
to be completed:

Steps needed to prevent reoccurrence of breach:

6
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Subject Access Requests (SAR)
Full details regarding Subject Access Requests can be found in the ‘Subject Access Code of
Conduct’ produced by the Information Commissioner’s Office, which we abide by.
We have answered the key questions below but much more detail can be found in the ICO’s Code of
Conduct which can be downloaded by clicking on the link above.
1. What are your individual rights?
 You have the right to see a copy of the information we hold on you, or on another person
(e.g. a pupil) if you are acting on their behalf. Furthermore, where you make a request in
writing and are prepared to pay an appropriate fee, you are also entitled to be:
o told whether any personal data is being processed
o given a description of the personal data, the reasons it is being processed and whether it
will be given to any other organisations or people
o given a copy of the information and data held and where that data came from
 A subject access request gives you the right to see the information contained in the personal
data we hold rather than the right to see the documents that contain that information.
 The information that you receive as a result of your request will be provided in a clear
format which can be easily understood.
2. What is a valid subject access request?
 An SAR must be made in writing (which can include an email). If a request is made verbally,
there is no obligation for the school to respond however, depending on the circumstances,
we may still be happy to do so but will advise you of this at the time.
 Where the individual requesting the data is disabled and as a result finds it extremely
difficult to make the request in writing, we are happy to make an adjustment for them in line
with our obligations under the 2010 Equality Act. We will also take into account their
specific disability in the way in which we respond.
3. What about when the SAR is made on behalf of another individual?
 The law does not prevent you from making a subject access request via a third party. This
might be a solicitor acting on your behalf or simply a friend or relative, if this makes you feel
more comfortable. However, you must provide written authority and the school reserves
the right to contact you should we have any concerns about the request and/or supplying
the data to your representative.
4. What if I want to request information about my child who is a pupil at the school?
 Where you are making a SAR on behalf of a pupil (in your care) the legal position is that the
data (whatever their age) is still their personal data and does not belong, for example, to a
parent or guardian. If is the child therefore who has the right of access, even though in the
case of young children these rights are likely to be exercised by those with parental
responsibility.
 Before we respond to a SAR for information held about a child, we are entitled to consider
whether or not the child is mature enough to understand their rights and, if we are
confident that this is the case, we are legally required to respond to the child. In England
there is no legal aim limit at which it is presumed that a child is mature enough (although the
age in Scotland is set at 12, which may be a reasonable indication of appropriate age.
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When considering borderline cases, we are required to take other factors into consideration,
namely:
o the child’s level of maturity and their ability to make decisions like this
o the nature of the personal data
o any court orders relating to parental access or responsibility that may apply
o any duty of confidence owed to the child or young person
o any consequences of allowing those with parental responsibility access to the child’s of
young person’s information: this is particularly important if there have been any
allegations of abuse or ill treatment
o any detriment to the child or young person if individuals with parental responsibility
cannot access the information, and
o any view’s the child or young person has on whether their parents should have access to
information about them.
Again, further information on this can be found in the above mentioned Code of Practice.

5. What happens if the data I am asking for also includes information about other people?
 If, by disclosing the information you request would also mean disclosing information about
another individual who can then be identified, we do not have to comply with your request
except where the other individual has consented to us supplying the information or we
believe that it is reasonable, taking into consideration all the circumstances, to comply
without the other individual’s consent.
6. Can I be asked for more information when I make a SAR?
 We are allowed to confirm two things with you when you make a SAR:
 If we are in any doubt about the identity of someone requesting information on personal
data, we are allowed to request more details from you to ensure that we are not giving
personal data out to the wrong person. However such requests in our case are likely to be
rare.
 We may also need further information from you to ensure that we find the data that you
have requested and it where this is the case, the time limit of 30 days will start from the
date on which we receive the additional information.
7. Will I have to pay a fee and if so, how much?
 Yes, we may charge a fee for processing your request and the fee we can charge you
depends on the quantity of data you request.
 If the SAR is made for information containing, in whole or in part, a pupil’s ‘educational
record’, we must provide a response within 15 school days and the maximum we can charge
you depends on the number of pages of information and will range from between £1 and
£50 (where 500+ pages of information are supplied).
 If it does not relate to any information that forms part of the educational record, then we
have the usual one month time limit for responding (within the guidance as set out in our
policy) and the maximum fee we can charge for dealing with the request is £10.
 Special rules apply in relation to information on examinations and further detail can be
found in the ‘Subject Access Request Code of Practice’ (chapter 10, page 60) as mentioned
above.
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What about repeated or unreasonable requests?
 Whilst the Data Protection Act does not limit the number of SAR you can make, it does allow
some discretion when dealing with requests that we believe to be made at unreasonable
intervals.
 We are not obliged to comply with identical or similar request to one you have already made
unless a reasonable amount of time has passed between the first request and any
subsequent requests.
 When deciding on whether or not requests are made at reasonable intervals, we can take
the following factors into consideration:
o the type of data and whether or not it is particularly sensitive
o the purpose of us processing the data and whether or not it is likely to be detrimental to
you as an individual, and
o how often the data is altered as if it changes frequently, it would not be unreasonable
for requests to be closer together in terms of when they are made.
o
If you have any questions about subject access requests, please contact our data protection
officer via e-mail on dpo@stonehenge.wilts.sch.uk .

